. TR-81-003

%%@@%@%%%ar%ﬂﬁﬁﬁﬁjzﬁ%_

WA

0007




Boow 8B &

-%%ﬁﬁ:%%@@%%%%Wﬂrﬁﬂ%%%%JZ%%
GBS 0 NSC - 69E _ 0404 — 01 ( 03)
YAFHR D FEI A 1L E~NE 6 A NH
ST S NS ey o,

BATHEE AR REEREEN AR
HEIEALE & B

&
N .
g
B
P
g

HAERHE &

[P
b
s
Fay

= HooRERE OATA OF A A



i =

EAFAE REHEEEREERR 10778 5 TG
TEHBEEE | KSFENLBEA N c AMEETES
KR EHDH - LRAHAH c RPEE—SERER
MRS MR EN SR R DS HERERE
HARE T EMERE o 16K A BIE P IE— T B R T2
BB EE
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B
]

[ EHRZIEEHE | (Data Encryption Standard), #£57% DES (1) ),
FEEBEEFE%)E (National Bureau of Standard, FH & NBS ) $41977
FETH B &%@%%ﬂﬁ%#ﬁ&ﬂ%?fﬁﬁﬁéﬁﬁ%ﬁﬂﬁ’
TMERAN—EAEEEZE - EHWENEREACEBRBYEE &£ AR TR
FREEERE D mERE ﬁK%&%A%%ﬁﬁﬁ#%@ﬁ@ﬂﬁﬁﬁ

 EMEZABEREBRLEALR2MWAN o

ﬁ@ﬁ%ﬁ%uﬁ’Eﬁ%ﬂlﬁﬁﬁ%ﬁﬁwﬁﬁoﬁlﬁﬁﬁﬁ
MWELZ IR AN EBEENE T REE L FE A X2 EHERES
WA DES » Ak DESIE L -RBAM M B - SEZHEE L L REFHE
HHERETHRELE L ERMAnEs - R H L ZLMWEE » ( W Intel,
Motorola KR H'BATEF) » M AL E HDES B & F 127 o

%Wﬁﬁ@%D%%@%’W%%%m°~%EEEﬂIHT@%H
RHWEREZZ Y DEsHLE2RE > AREIENER  H— > pEs B 5
IBM R R XEHHIR  BERHAEHE » EEBEEXLEZE (National -
Security Agency, & f2 NSA ) Bz EEHE o Hit NSA B4 EEETHE
DESEY S YHE _RHEBER s EEFEEER -GBS AN TEFE
» # §E  (Encryption) %ﬂﬁ“ﬁ% (Decryption) BEEBHFRHERBNE (Key)
A{H DES @y & » £ )5 56 bits , =G RELNEAMEHESEX (Exhaustive>
search ) By B 82 2

HRETHESECEREENIE  RFBEREH R EBERY
LHEEE  WERRBERESEEBEVWERE BT B8 HEEEER
REREN A o AN — S, REEVEHSE/IY pEs ML T & -
SH N ERFE LEFEMARBHEACHERRNEE - AFEYE
wIEEH A B KY DES fE— & o

WEETHNEE > EEXHWES WEANE THEE  EDES R K
%Eﬁ%ﬁ’Jmﬂﬁ“#w%%mﬁ& HAXY TIEEE ZDES
W2 lmu i C TR EERS » HRRERER S ERNSH UE
S FEARINEIF S - HENSHES E Ffj%i:ﬁiiéféi%?ﬂ?kﬁms 0
Eﬂﬁﬂ LF&F@ﬁ#@SKKFﬁmi ‘Eﬂ%@ﬁmsﬁ%%

S
ul,



g5 o Wit > Ea&ﬁﬁ@%?fﬁ}%éﬁﬁﬂﬁﬁﬁﬁﬂ# H 6B 2B DES M
LIBE

EAMERSENE _FHE > 55 pEs MR E Hﬁﬁﬁﬁﬂﬂg’\&ﬁcﬁ
CEERE o B EAASERERTME S TR G AR EH DES KB —
S o T ERARHSWAE » BEECNMKDES EEBHWEIRICZLE
HEIE e BAEHE > HERMBMEW s HARER  BELEWNERE
EAERMMBEEI



:~§ﬂ 2 1% BT K N

KB 5 (Information Theory) MWHEIE . E. Shannon ® 1949
FRRT—EHRX  REZARVEBEFER (Communication theory of
secrecy system) (4] o EERXBATHBEREMHEHR K o
MEZHATHEN P-box (permutation box) leS:bQK (substitution box)
ELEBBIORETRIERR {product cipher system) : A% p-box
RHEHERN EEBFERBARS-ZUU (bit) B P-box» RE n HFHHH
XEEEYH TR MEBERH S-box » NFEEERNENEH » A

EE e AMEIc R EEREZ 2 o Bt pibox B s-hox B HMEBER -
ﬁ:é?ﬁm%ﬁfﬁﬁﬁé o {H— A HEK  MELAMRRARANTETEA °

EZRERKES > IFRNEBFEEHEEEELRFRM » BRI &
EiR oF 1960 FAFEAKEBEFEFAM R - T EHKFIEZEEER
GHEEEARNFEBRANEH . BMATREEFEANEEE Y~ B8
H. Feistel Ff 1973 4£% Scientific American LB EN—EBENE
(57, IBM I 1970 FELRH R B ABEERN > 45 Lucifer.
ER LIFR 2 DES BIET S o .
 rmEREBERRABNRETREEEEEEN G FEERGEE
HIEAL TEREERRENER X AREKHFLENEF A ey legE o
BETHESBBEAEEE -BENER - A—EEWUE  REE 1073 ¥
FEAA O FEEARKREBTE - TEAFIBY BRAEET 85 R
P RHBE > Rz — B s,

NBS A 1975 ETL A pEs M EE AR FEKAHELE2EN
DIgter o HEBEF L FABAEN Diffie F Helimen ¥ ¥ npEs ‘BT H £
(61 , t71 . B NBSEBES WA ZPARBUFE - REAL L1977 FXLALE
‘& i DES ﬁgﬁéﬁﬂﬁ?ﬁﬁﬁiﬁgﬁﬁﬁi% '

B 3 E pes e EERIGEEND R ~ 8080 o

2-1. DES MHH

DES B AE BipE (block cipher) o B 64-bits EERA » 64-bits
B o FTEBEE (xey) HEAE ca-bits > BEP g pits RESEM.
) éi%fééfa S6-bits EmHERomET» BBEZARY X —EF




REFRXHEEHEX  BRE%EE . Bt pisEBRFTELL2HRE
(computationally secure cipher) o B TR M L B A 4
MEBAHFNERE h
(D59 %388 sp-boxes.
% DES MWEBBEARBWMEEL BREFERANER » IFE—ET
'%E&Liﬁﬁﬂ’ﬁfﬂﬁ&"}( Ky oo Xy s REEXRP » Al
)p B E&L— %%WUUwﬁ&%%%ﬁﬁW&L.ﬁR’%%ﬁzmw,
(HE LR, ELL R, HATR

- Li7Ry

Ry=L, @ f(RO’Kl)
EHEMNER—EENRER PRI RE
@OF i (Ly Ry) EREL (I, R, (L Rg) ...
CHBEBRIREE
@ (g Ry BEAHES > SROBEBLEL o
EREMYANEEE 5> S-boxes Hl P-boxes KEHE ﬂ&%éﬁKiE@ﬁ}Ey
ERERLS ) SAIRKG&—8 > HEFEHSE o '
pES B ETS > HAEIEEEHAR A2 K BHBEREH
#o BE (1j6.Rg) B |

3 (Llﬁ,Rlﬁ) ]

i-1 i,
-Li—1= R, @ 7 (Li,Ri)
FLL (Lys Ry ) BATRE o MERE (1) r), FEHARREHEL
SRR T 0 RPN 0 DES BB iR e B N B
REHE P &EEE fIL/i\IE’fT 1-1 (one-to-one) E’sfjhfi » B E

(L Ry) B (Ly,q Ryq) Y5 b S HEAD6E £2 DES {5 1-1.
msE%?%ﬁﬁ%ﬂﬁﬁ%ﬁ BAEEMBEIENR



5

WEERERENERRE D RN B ERERN RS
L

MEHESE - BNEREERE  FHEEREARR  DAMEEX
RfE o EHEREE ;
DREBEHFELEXNESEFRAWE > MERABRELNUREIEAL
pdl 3 |

CBERAEEY  BEEGEE

OBAERANERSAEH ; 1
OHBEFEABENEREESIRE » LLAEGEEEE

Dm%%%?ﬁ%%ﬁéﬁzﬁgﬁ;%%mmmmEﬁéﬁﬁﬁ%
DES HEFAENER - FEBHERAEGERE o

FREGEER SN R EEER SNBSS FrEMEAETHER  HELR
FREgERE o

Mo

2-2. HWELFEHAH

RIE R > MBS RERDES fEESIFE - CHFADE, T8
B S — BN e it BAAKLERE TS BIMLSH o

EE—EE (RIEIBE) » GEFTMHR Y 32-bits , ¥EHEERS
48-bits o HELEEBME-PIS KB 25 ;35 48-bits iy Ky (wa
48-bits D FHIN » modulo 2 » FEHBESE S HD » SRS s HARER
R A GBS BMRMBEEL HES, S, -« Sy 5 4 B/fS-boxes
FRE s SESIBATME 6-bits B 2-bits BERLEZEH M
S-box * H & 4-bits FEERFS-bitsEA » TMEH4-bits BHEH
o R » B F R H NEF 32-bits AsEB AR o

HH FWEREBE A —HEEHZE o B E /NS S-boxes By L
s AHEREWURNENETE RN ETABET —BAE c E2FL
BEEEEL » RIAFE MY 32-bits GBI 48-bits BB BT 5B
F Iy S-boxes, AIRGHZEHETBE

B p B BAVEE 0 ROH (1) 18 S-box B0 a-bits BRA  HEK K
B BEEERYMNEXEBE 4 BEK DA% hER kL WK
W REE 5 (2) ERASIEZIAE16-bits, BA 2-bits KBE > EHE
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fG—5H > BEA 16-bits RILE 3 MIEFBE» EAREHR256-bits HBE
s (B S {E R s6-bits, MEFTEH LB s-boxes HEE » ARLEN
B 7E o {H NS; BE s-boxes gy 2-bits FE TK MREEFESMEEZE
B TR o R R o |

ﬁ{ﬁisi@ s HTHEEHBEE 4-bits B9 S-boxes © B £ S-boxes » &
BRIFEEBECE CHRNERF  BENARE? FEFEKZE?

#1979 TFEEEEI IREE trans. on Computers B — 58 3C# o kam
1 Davide (8] FIfBEBEM T —EER s-box WHEENHS - AR
B —{E T S-box s {L{THRHM Pt BUBEFERADIts HEH o M
FRMcseEEE&S total dependency, jjE 5| total dependency gy S-box
% Complete S-box. MM EHBETEEZEHRAZTIELE 3-bits B » CIENEs:
F| g % Complete S-boxes.

DES BHII2 T S-boxes * RAWMBRMERE — B L Conplete
S-box © R TELS-box WEL » ARTHEABRFHEA  BE—
EHANEBIE - WUEMNE > RMNEEEZEL—-HA-




= VDES &#f : BEEERERENSHE
DES BEHAM  FETRRTHEBES {5} ¢

: Px.C

BIS,BAMDES :hl - P BREEBENENC REEX 28 Ba
; @72 (key space) K MFTARAM TR BEH » WES HEHE - H
HDES MBEZTEWMRNERCERFRE > MIFKERTARE ©

T8 O TEBNLELEES (B mEtHEXREH
EHBEEX bR EFTENBE g EXKEE (known plaintext attack),
%E&ﬁ%smﬁé°.

3-1. %% Rk

EEKE PELH ESHABSERERBBELNBRT IRV E
HME— B e CRERE DREAFTATRENE - Bt » —EgIRE—
HE, FEEANEX ~BERHARF  RMEME-

HREBRBEEASE LAY  EEENENE - STEHRENRESE
B RSN NANENEHBEK - WEDMES mAgZEMy FERER
EEmEE MEEVRGENSLEBEREBNRE - FF FIENRERE
ZRGHBETAAME  RMSETHRA—EETREOSE MEBH
ROHEERBERAERTE G ECTEEN T EERE - E-0HE
FEINHERENWRE °

HEf DESEMEE L 56-bits » A EEEEBREREORE?

HFAEAEN B EREE 9 » HibHF Tl AFRE-EA
BE BB B R E R

BRSHENTREN (ERENE  AXERE  BEREERUE
L&) = 10708 _
B A A A B R 201070 =100 Ko



WHEERE (CEREERRBLTERE ) AIRZERE—X PHE
RKEEPLR HRURBLEENE

EREASE

BoEEMEREEUSS0 , (ABEE)SEERE > WEXTA
MES (320 MEEE « 10 BEEE):- (3655 K ) =$10,000/ X ©
A DMK REE AN USE,000 THEM  BAEBREFTEER
Mgy o
EEEX DES WRABHEENSTA - HEREBREERER LY
e EaEi0d MAEEEEANEEE XM Usss,000 T AT
RTTREMD o HEARDES BEBMEE RSB MAZHMRE A )k
HERERWET  MELYBRTeRREBEAREWY | |

EATEASEHNERESNES  ELEBE s B RE

W7 WFTRIFE TE » SR sEBNEE AR FTRENR

DE-EFEREREERNARSEE » 47 R N5 ERERED
(mean time between failure) WS/ Ny —K o Nith R F e 4k ik 52
B KERBHES ;

Q)R FTEEEE & — B 78 usszo » APEEA 1070 RAHNZHRSKR—HEE

- OBREEER | . -

I — B R EE R E— 8 EIE 6000 {F 6 R B (rack).
EREEBAGEE MRASEEZHE ) BB EBHEE;

G-EEEMEEE FRASSHIERRT  EREASER

OEESBERENTESN  YAEGTHESHFERNE BRI
CERA—H# MEEHERANER -

MEREFHREOBE T BESERE  BEER-

NBS USSR E > U P pps MELBHRTHERMNER - HEMNDE
RO RABHER A H ps REK > HIREATHRN !

OFRBTTRERS s BEYTHEFETHYEER - KEEHNEE
s DB 1/0 s MEIRG B TR FHMEBEXEOAESE



wmEER L RARENSEOTBRRD
(— HHEHEEERE 404 EER L —EBIRA 16,000 AREE
B A-EEREATZ2E CHEEESREERRHERGEHE
T MERTFEER: |
GEB /O MmEEEEY > ERAREHOHEER  ERFH L TH
HREBET (P ELBRHANERT  2ARERGES o B
BRAERAERDASA  LBBENE  DHRERNELRE
oM —tWRm RERIERGE  ARBRUESTRE - Rt
s @RS o
R PENGARBEEEHATIEFEN  BOM (pin) » TH
SR | | |
(4) 20 B oy 66 75 SRR AL A0 Y BE IR K o ERLGLTET BEAE /DS 5
CEAKBFURERE BROEETEREA;
OEEETR—AE ) BECOSHREX—BHELGHERT » WILE—~
EREHREE |
(BB SEE (Key distribution) EEEEHEE  RLEEERE
o T AF 7R T B ST o

wps EHEAFERFHEHEH—F (10, SR ERT LHERAF
kM EE(NEREFEATEANGEERTESNAS  AREBRESR
BT cHEFHMEREER - ARBELR  NRRAEANETH
e Bl cpy R EASGERAKE R EUE -FEERERK
W EEN UM R AR LA ERE s BRT s BANEERW
G AT MAE SHEEm DS WEE  EEEBAKEHERY
EE%% o {HERSEEERES AR 2

B — K> DES BHEE (s6-bits) TRMEMEBERERET
(ElfENS WEEE—KUERBRE G k) » BELMNEHpes » HF
EAWSRE EACERWIETE » BANEREH?

EREANERFHEEES  BENEENTH RS o Rt

B B8 » WEESE S6-bits WENBEBX s BREBD —HE » & pEs
W EE G ERTAREEHERANEN » N2 B RE L E M
o M REMIES M se-pits WE > BHBEREZR2 - ARMRKEERE
(R A SR P B 112-bits SO SM ISR o
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BENREREDHG > BHE—BRE - EPTREMAH %EH Wk o

3.2 EHI& 7

DES MIRIFATIE » &7 64-bits B A » 64-bits il » HEFREHBN A
WEH CHEERENBEE TN S-Pbox Willd  BEEBETELTE
[ffﬁ'zﬁ%y A pes BERFIELZ2ARAT  EATERIIHTER EHER
Mo NEARSTNEREXT s EARFESRENNESEE » X DES
RKETEBHREE o

pESs P p pox * EEHE (HES @g@ expansion function),

X xR W EHEOREHEN  WAEMEs TEEFEREW - AR ERRY
_ Yﬁ{‘%fﬁ n+1 ¥ (65 ¥ ) E’%‘ZKE{&EGKEVJ BT AR MESME S,
REvEE o Hifkf DESEWHESHY  T2ENE - R REEX -
&ﬁ% Kt S-boxesERB DEsEE2ZFMEB BB E | U THMAE
%L S-boxes HYE B B A

(1) ~8-boxes %A Affine t H

EEMEEH N TAEEAN o

SIE1. vEERE> SPRECHEB s, BH Afine B - A
C=f1 (P), C EF R C=AP+d HIER o
P PR CR T fyqT MM . AR R > D REHT BT HE o

BEEFESIH  RMATEHTEER
EE 1. FHAMES-box B Affine » Hf DES £ Affine.

FE8 . pEs BR T s-boxes Fh 7 M —MEEE  popox  EEREEL © Kxor

EEHERE affine *EERXp KBEREHDES 1r 8 FH




i1

L
]_ .
SPEBE—HWBHB R, = | L | K
R, |
R, o,
= A, | (2)
Lo Rg

0 0
H
Ry = Az Ry (3)
WY EE K, XOR 4210 »
! . e
Rp * Ky = AgRg * Ky (4)

T

3% B 2% S-boxes g Affine, fIj S-boxes gy#g ARy + Ky HigH O 2 B E
RE

0 =24, (Ry + k) + By : - (5)
OF&EE—{ P-box: T%:J'T:[J _-[-‘(R0 Kl), [
f(RO,K1)=ASO+BZ

- 1
FAg(hy (Rg + Xp) + By) + By

=Ag(Ay (AgRg + Ky) + By) + By

=AghgAzRy + AgA Ky + AgBy By
i s S S A L A *
R. K.) = A, R, + By 6
F Ry Ky) = Ag Rg * Bgy (6)
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Ly Ry
Py= =
Ry Lov 7 (Ry Kp)
L -} \ : J
3 .
R, 0
:!: +
J .
A AL2),(08) =& ) . N
‘ L, 0
P. = A +
1. 72 ,
Ry F (Ry Ky)
) L
’ 3 d P
Ly o o1} Ly
= A + + B
2 3K
R, 0 A R, 1.
\ j .
o 0
4 | =A; @
o A 7, HY
Lo | Lg
P. = A + A + B
1 2 7 3K
R, Ry 1
LA J
Ly
= A + B
z fg o 3K
R, 1
{ )
= Ag Pyt BSKl
= Ag Ay P # 33K1
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REEHEEE - EWRE P, RPZEKAFHAfIine WK WH
RP REFEZBHRA - s G 5 16 SR IP,, B 2EGE
_ Zz] Affine E}’in‘éﬂ%o

P = A

16 P+ B

10 4K

ARCREAHS 1050 - BEHERH

C = Aq; Py

= Ayp Ago But Rpp Byx

4 Ay Mg T A, Aur Bax T Bg, |y

C=A,P + B
4 E ST o
EH 2. %DEE%—ﬁTﬁﬁAﬁme%%’ﬂﬂﬁ%%%ﬁiﬁ%ﬁ
0 KK T Py Py e Pgy } EHRGEY 64%64 R

Py="Pg, Ppr P1,"',P65‘ Poa

EEA Y ERR  AIZEHFEE-
SEBY T 75 pns WKk B Affine ,BIE—HEXr XHEFENXCHSE

C=A, P+b, BVFH R - EEEMHOSH

1
P. = P, - Py
i=1, 1, , 64
1
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Hi
1 1
Cl - AK P1
R
1 ¥ | 4
C =1 Cl 5 C2 5 s C64 1
r ¥ T T 1
P"[Pl:Pza 3P64]

W {5 C=AyP 5 EEE C Ay, T PR 04%64 Mo

i "y 3k H
ol
Ay = CP
by = Co- Ag Py,

HEMBERE o
pEs WRKE » TP A EHBE - EFET -EEHEATHEL R o

EH 3. BE—HE 83 5 Affine.

REB . HRNE-—M S, & 6-bits A - 4-bits B o MERH U HEE
AEBIZE gxq FFE 4 A

C = AP+ B
MR EERaoBEERABNRALR  FEhEHL o KEEE - 8 @Sif:?%’%ﬁ
M AE » RAEELEN ik s s, HAR Affine o Fif o

M LEEEEE  REBH BB X FREHEN Arrine
mwMgﬁ%%%°TE’ﬁﬁ%ﬁ%%*@%ﬁ°

(2) B EEIE MO LM A & IH 2 AR (Intersymbol

&épendence).
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R DES ®—EHEH (L, RYERA (L, | R, ) ZHBERER

?

Ry =Ly g+ F (Ryq X5 ).
WEL .. BE EH pits BHE {H pits FOFEERE Er ER v
Bl 5% 3% %éosnﬁﬁumﬁﬁx,ﬁﬁﬁﬁﬂﬁﬂﬁ%ﬁ
a. "W L;(x)*R;_;(x) , BILL; By X-bit R, ; pX-bit HEE ; i
(L, R)

G EEAABR LA H o
i:( i-1 )

b. F Li(x)=Ri_l(x) , K

(L, 1)

G B
i,(i-1)

c. Ri(x)=Li—1(X)+f(Ri~1,Ki)’ [

(;R: L ) ’
6 ERASEE g B BB o,

i:(il"l )

d. R, 1 ;%Eﬁﬁ REBUR s, Z# 0 1,2,3,4 BUTHER, , #832,1,2,
3 4,5 BT EFR ; ﬁ’”ﬂ:{:"ﬂé s BREEES 29,30,31,32 B{OUEL R, | £ 28,

29,30,31,32,1 & HILHR °

_EJ;[J: a,b,c,d BB s WHAEWHEH Gie1), (i-1) B Gj,(i—l).
FEAREIN T

a. K Lj+l(x): Rj (x}),

(L, L) (R, L)
G = G
(j+1):(i—1) j: (i_l)
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b. B Ljyy ) =Ry (X)),
( L,,R) (R, R)
G = G
(i+1),(1-1) j»(i-1) ,
(R, L) (L, R) ( R, R)
C. G =G . = G
(j+1)=(i'1) (j+1):(i"1) J:(l_l) L)
(R, L) , ( R,R ) '
d. G # X FIf G %mﬂmpnm(ﬁﬂ@ﬁm
(j+1):(i'__1) 3:(1 1) .
' { R,R '
» KB P, umg () %Gj£1”¢£X§m%W”EWEu

EO

BE Es EEE > BHAHG,, HERBEERE  ABLHENESR
ﬁMU£%°ﬁﬁﬁﬂs?ﬁmﬂ&i~°b@?&ﬂT%ié » g
WE—HTREXHL—BouEHER &%m%ﬂtmﬂd@m@my
BERT - EHEEEHBESE DEs WRHEEFEINZ2FEAHEFBR -

5. WMEHE: S () = Sp (P

fEBR . B BRPAWEHMH

1
£Ry Ky )= 7 (ERy 8 Kypq)

1
= 7 TER; 8 K.7)

= Ry Kypq)e

2 VS E A PEOEE o B KT S EEHEBE ST P B B (L, Ry
By Rry) EFEBER .



e

= RO = RO 5
1
= Ll
=Ly ® f ( Ry Kl.) ,
1 1 —
=Ly ® 7 ( Ry X))
=L, 8 f (R, X )
=Ty @ f (Ry K )
R, = Ry

o
t
[

Sy (P) = Sg¢ (P)

17



r

RIS ST # > SEAH FCREWL 2 (2 0) (8, C

E—RME B oEAA-BEEEkC ANEEREBUNTHE S

= SA 9.

%
3
A
_7}
=
%

BREEHEE

2, 5) ’ il £p,=F,.

HEIRENTE TRP—F -

M

S kjx BEEETE BEE—HEH0)

B E—ME K e, RH

C = SK (Pl) .

m%C#CLﬂKmﬁﬁio

M ¢ # T, (1§78

X

HRAHERL g ARG R

i

w A — B ﬂw,@ﬁn%@ﬁﬁﬁﬁom%@ﬁﬁﬁm
c MR EERERERSENAR 2 KT o

a
H
=
s

=A
3-3. i%ﬁffﬂ

EAEE RFAREESERENENSWER M@ A 2 EDES B
ZrAMMERNLEE S R RANERE BT HBEEERE B/ 5
[EAL spes HERSHFEFRESEEMATHEBEE ARG o MR EK
1 pESBE & —(E 64-bits EEA » 64-bits A S-box » RJiES-box -
£ complete. HEHIEE » Bal{EEBE AT H o
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MEERE S —F—FoENRFERG R RAOREEEE R
EEHEGT  BEREFOESA R NEETEERREA EHEN
Br WG 8 o BB » pps BN MLET « —ETHE0EEH LR » 1

 EERHBEGA DES» X B — se-vits WECEH ) BNEERS

BE 112-bits, BERBREETZAE °



R

Bl 3-2.

R{-1)
1z xx oz -
dxxxax-
Jzxxz-
dxz=xzx-
5 - -z XXX -
i -z x %A=
] -3 XX % -
A -2 ETX - -
i FEEE S
10 - -x ¥z~
o IrxI -
J E N
i -xx1x-
n -3 E XX~
15 - -z x %x-
B Axxx-
B -3 x T X -
] -3 x 13-
i -1 x AN~
n -2 ax1x-
20 7] ~-X XXX~
i -~ xxxi-
n - X% x-
" - %2 XX~ B
P
25 -xaxi-
= - x x &&=
] "TELEE
-1
- - X
0 - -x
- . ek
o e s o R e e s i i e o i AR R ’
1 20 5

3

R(-
s 7T & 11 13 15

& B 10 12 14 18

- X X %
XXX -

-2 X1 I =

-z x

- X X & X -

X% X X -

- X x X

-% % x

-2 X T Y -

1
17 18 2

- X 2 X -

XX XX

- % 1 I X «

- x % X % -

(1) g R (-1)

23 25 2r 29 1N
18 20 22 .24 26 28 30 32

HY B8 £k



& 3-4.

#{i-1)
e N
-
I~
- ~
N
Elerments squal ~
to “blank” [ N
L(i N
(i) I \\
L LR
- | ety N
~
] N
~
N ~
3 S BN
A l
\\
h (R} (RR)
N H Gint

Ry < ' ~

11 13 15 17 19 21 23 285 27 29 3
Y

18 20 22 22

X xx
% ¥

1 3 5 7 _9
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N
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A, i-1

35. M ‘g"':(R\’R)" C# R (itl) B or(1-1) WK

ﬁ—'%;ﬁﬁﬁﬁﬁﬁiﬁiﬁ%ﬁ%ﬁﬁﬁu

Qutput/input Relation

Round
i L{j)vs L{OD) L(j)vs R(O) R{ j}vs LD} _R(j}vs R(0) X(J)vs X(0)
1 0.09 3.13 313 18.75 6.26
2 3.3 18.75 18.75 B8.18 32.20
3 18.75 83.18 83.18 100.00 73.78
4 B8.18 100.00 100.00 100.00 97.05
5 100.60 160.00 13).00 100,50 100.00

NOTE: Table entries express the degree of intersymbol dependence, i.e., the percentage of non-blank

clements in the appropiate relation.
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o~ S5 AT

AREER S FMEEIREDE WIRF » RERFEREESE » €%
HAEKE - ERFHREEFLbIts MHME > HEALEER &R
HEE, gEFRVABTBXZ2HNHEEKEMREEBETE - FR iR E
mE M BEREBA 2B > EARGA  RAKEEZATAETEGA
G HAREMAZIMANRE - FRESVOEREEFHENTEE o

%ﬁ%%@géﬁw'%ﬁﬁﬁﬁﬁﬁms%ﬁ BEERAEIFA
BEHEOWE  KEREREH TR E o Eﬁ§%M%%ﬂﬁF%sﬂ H
MatE T MELHARKE o (BEXHWRH&Z) ‘

SFHARERE EE@U@ER%&&EE?V%‘ (Linear Feedback
Shift Register): C(Z)"l 34 ZZ7+ZZ+Z+1 A B A iy 3T BLEL B (pseudo-
random number) RBHEERME ; S&E R I 1000 FE 2000 FHEE LM
BRR DT o ~ '

E%EM(M@WE :

LEEB,: EN HREHRE K-bits WHE (A,B) F - 5EH (A,B) HIE
WA LNl g »B (1) HFor#EHI-bit | . AR)=B(1) &
B8 i=1,2,...,K: :

2B B, EN HREHR K-bits WHEE (A,B) th & AG) H
B(i+32 mod K ) , 7ij B,(1) ERASVEMER »1=1,2,...,K.

3AEBR,: ENEHEEHS Kk-bits AR (A, T HiRFH» BE
AC) B B 1 SERC RILE AG) EBE-D. B
FERAARS SR, 1= 1,2,.-.. K.

LEE D FEN HEEHEH -bits WEE (a,p) T HE A8 p HHY
Bt REREESSEYUCHE B (1) BMERENH (4,8)
B B4V EHER IEYLHER » i=1,2,...,K

BB D, EN HEER K-bits WE (a,p) o 8 a¢i) Epri+32
mod K') REMAEFLDPEHLHR o3,(1) RFRREN %ﬂﬂ
KR E s FEPHERL {F,KI:JFEH’ i=1,2,...,K,

6 p,: N HRER K-bits 3 1 8 ta,B) B F iBRTE - EEAG

: BlOB(i+1) F i8EH HEAG) H B(i-1) REWTES



D EETHA > B, (i) RIERE NEAWEER » 50 %
BEH iMEEoHEA - 1-1,2,...,K.

EAMEEE  BHERFHRER - A8 ABHERERNAHEA (
CEXRE)TEE pes AN GRE - BENMKLEN s WH S HEFy Mm%
T LEBEEHR BREETENEN T MEERBBAWE o &
HUBE&HFENRE ; o RXEEHR - EEEXBATRE BHE
gt o

Ca-1. SEEHEES

FHEBHS - FERE  BBEXANREXNAELARN - 8
MEHEELCRERL AT OERNERT > R ZEAE LT
HEE—-BoREZ FEXTEEREXHEARE o

F MEYER (11 ELEEYI T DES MR MEM — W T HEE YK E—K
TR EHFERTEECANRELAEOENGES U TEEN
BiE o B~ B E RS B R o

HEE D LEXWE—8oE "0 1Y TR EHXE— ESUUETJ%;%E )
EZ—HE{] 110”ﬁ Tlllf > ﬁE,ﬁiéﬁlrl” Eﬂ IIOH !
2 Jf?ﬁéﬁ“‘ﬁ%ﬂiﬁza& g fﬂ%‘&f}ﬁmﬁlﬂ ?

A YEUEﬁF/ﬁ 10,000 4 > FX4BHEA » BHEX S BAE B,X=64,

E’j/\I@\- = .
Ka Hig H 9 & By B, By Dy Dy EED

AEIR BB (3),B,(8),B4(1) HEEE sooo A4 EARENESR
130 » BHANENE iU ERERX S 1806 » 85 i+32 mod 64
WL RS Mg rn(Ei848) e 1T (FLI1ER
WO MEREESEZE - MUER » HFEXMWE i-bit, (1+32)-bit,
i+1 (8 i-1) bit> FEIMNEXHL BETHE EHHEN °
D/ ETRBBEBETEIWNE- ek FFHE i=34, D, (1)
B RK BREDNE £ =47 #, p (1) B o. D o (1) E‘kDS(i)
IR oM o i85 MEGE ﬁiﬁ“—_Jﬁ iy (blnomlal

distribution):
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1 .64-i

€ (64,1 (327 (3)

EES E— RYREEEY  RHEZRGNEE  EE AR
BB 0 4 BE BB (vandom variable), BIEIEES i
R BT R RN EERS B KAE o BH & 2.1,

At
s= {11}
Hi>

M ERRERM EEYANREY X EEBENERSE A

BEFRELE o

EEEGE AERE DHENEHER R AL ERGOEL » ©M
o RS 2 B ek B KB AR B o TR SR B OB o BT R M
B BRSO SE R EE o

7 LRA BT ARAMNREEIES BT e
)RS I M AR REE S HEEC WS BE BT
FRGHESEY  $EECHEES  EA 2B A7

SBE O EE 00 B EXNKpes TERNEZEN EEHWHEAENHES

PiET R DESTEMEEY  EEREB, KAEBHN ANEHRE

B ,BZ,B ,Dl,D D3. .

1 3

WREEH 1 WE j-1,2,...,60 BT HesBEK -

2?

SR LesEBENHEREE B, (1),8,(1),8,(1) BE 1000 %

EEABR SO, EREBEXEE -HOUWERES » 5% MRE o
2.D;(1),D,(3),D4{1) # 1=20 AL LBHKERNSEMHE » i=33 £
B> D (1),D,(i),D5(i) BEK e % i=45 N SHEHRST
s BAMRE XA —HoLAE  EFEBEXERNE TS HERNE
TRGHE DB(64,1). |
aﬁ%Dﬁnm(nmﬂnﬁﬁ%ﬁ%ﬁ%’%%zﬁﬁﬁﬁ@:

Mean £ 32 FF »
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Standard deviatiow = 4,

Relative standard deviation = 12.5,

Skewness 0.004,

n

Kurtosis 2.9

B U6 {6 508 Dy Dy Dy 95 M58 A #5 E (ormal
distribution). ’ KEPRBEEHE (Central limit theorem)
“ KRB B(N,P),N HE AR MEERSE - R &2-2.

R IUBEXE OB BB E— BTORE 1D, (1),5,(3),B,(1)

m%ﬁlmoﬁnnz% BT E RS E’ﬁﬁﬁiﬁﬁ@~
@m’%ﬁﬁﬁﬁ B 5T B B o
PHBENE M OHBBEXHENE  EE  BorRUBE
BN RAEREHEM  EREBREXE—H THEBXEED
p=oA %K:’E&jvlﬁﬁ o
3 12 EXEHEEFRRAG UM EBEBXERERFT IR
s RESAEMEBENBRGE  RETEFRESFHEXOMBIERSE
ER3 o '

ﬁﬁﬁ'”Eﬁﬁﬁﬁﬂ%ﬁiS?ﬁ%%%iZ%%ﬁ%@°

B HEEE 1000 B FIGEDES ATE SRHEEX » 68 AENXHEE
Emmﬁﬁm& i€ DES Z IS X E R MEB, A B3R By Dy

BIBE D MEA L2ME 5 37,42 MG 0 85525 BTG o

. Eﬂ{ﬁﬂﬁZH°EK’T%23

WERT : AFE—8m» ZHT HEET AR FEX o B8R EEE

W TTHEER  EMERTHES T BB THERNELY - &
HHEE D o

B WEEA 1000 M He4 BIDHITTHANES ¢

gy e 11,2,3,41... ... [61,62,63,64]
B L [2,3,4,51 000000 (62,63,64,1]
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=W T [3,4,5,61...... 163,64,1,2]
SuE - 14,5,6,71...... (64,1,2,31.

EXMEENES, EXRBEENET  SBEBEHEBIER

S fF AF BAES ST E » B 4 B HHEE > BIEZEY
R LN o B [1,2,3,4]1 fEHE » ENETHE > BES—
ﬁéﬁﬁ'pl(i)izﬂﬂl 0

=AM D, (1) B eaEd 0 EANEE 20, RH Sk z-a,

B

O THE BEERS  TRERKEREMN 1/16, 8 1000/16,

2
nul
E:l)

RO ERRBERRAAE
B /b BB TR o (B A EE 0 T SRR IO T A A 8 A
 REEEREEY

WL : BEFBEM T EANEBXZHBMERE -

- EREY o BIEES 1000 Ao  EYHBEEYES) BEXEBEERTE &

EEWE Sy R E Y R B,A BB WML D g KRB KD
MSEE AR IMIT TG BHL 2 HuEME BEE -

EER D(QE[%4@2%?%7%%%K1Emiﬁﬁﬁk RER
3 T B B, 500 MR ° EHAHEE 60, Bk 2-5.

%%Il¢%%=%%ﬁiﬁ—ﬁﬁ%%%&% ﬁ@ﬁ%ﬁ°
PEBHBTHE  BHEEXHEERAEN -
LEXEEENEBRG EEBXHMEERE °

ST EXEEEREK  ENeHITNES BRGNS BT EEE K

THEE BREEALE CHEHEEEBENRTE

HSEEHE ERUEREY AE® 1,2,3,4,8,9,10,12,20,32,36,48,56,
62, MIEIJCEL ° '

=moE  EIEREA 1000 M 64 EITHEWRATH
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T —

L]

SR EERTED o By

EwCRXETEENTERG  UAELEBEXHKRIEHENEEEE
B o EIF N BEAREME 1000/16.

FEE  EXABEEN IP NEE > FELRTREBEHEA » 52328 5%
s F B %%ﬁﬁzplmﬁﬁiﬁmﬁ%o

mH BEEER 10008 F1HEHEYKEEEIP HHME EﬁE;%n%}UUHYl
fOLLE ,999 HIRXZR IP FrEf AE32EH T » i1 EE 1P
HEIEXIE 3 EHELE - HuEﬁszﬁiﬁ{’FB D Bl # 80n

1,
fE B, Dy 7B 64%7[3{’1513 Dy

RN A D) £ i=18 Eﬁk E%Dbjﬁll7ﬁﬁi HEW
D, (i) %E i=3s BN SEHAMBTI K . R & 2.7,

“mw'ﬁ&ﬁﬁzpﬁéﬁﬂmﬁi=bﬁTWﬁIrl%&%ﬁ@TE
B 4% o

G HIRE KR ;0 HE LR B LERHENEX  fIEAEE 1p7!
HIBEIER » SETMUHLE » £/ BETHHS+ - ﬂﬁm%ffﬁ
R EOENAERESHES?

R IEEHNER Eé#-ﬁﬁﬂ REs 2.9,

R OEBNENEARERESNEERER o

RS R FE2E TR EFHEREMG FE ftéfFﬁT#“_‘:@ P
FyE RS fE AR R o

fEoR CERERER e

MEZ  EBIP EE AENUATESFHERMNESL » fifArgE 171
BB T HE T e f B Thiaeash EERER
R EN B FERE N EE 7

AR A ER e
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HEVEHAFTENAISERE  BMARTENLAER EBEE
HWIERT  EXREEYHE - BT YE A RINEKRENE - RS
HHOEAEE ) ASSEEBEXFEIBAEANEE -IMEREEE
BEEETAMER s RERECHER -

4-7. BFECEERT S EE

DES MBI E R CEEMNBEE - c=5; (P) o E—ETHEEE - B’
HTHSREXHOHEEE  BREEBCEERHKR - F—HHEKEHE
B CENEE s WEBEEFITH " EEBXHEER

%%%%E@%ﬁ%ﬁ@ﬂ%ﬁﬁﬁﬁ%ﬁ%%%%’E@%%Ei
T EFNEBX AR EEANEEG ) DEAENERAEERE
A o

CEBRT LRE-HTARGEEE 0 AN EE 2R Em

PRSI T AANFEREEEBEXHEERAET Bt
FMEZUTEESHEEEMAR?

S EERMEAE 2000 o FXKBEENEEX 24BN EABHESR
KEITG» IEMERN ) ABAE B RARBHWAEAE By B,

By Dy D 05

3

WHREE QURE | ERAAB B BT o BEY ©

R LM EBEVNEREEM B (1),8,(1),B,(1) , IBTE 1000 EF
 EATERES, EREFELXHIZEHERTHLE  EHEEK
BEGRE

2 D (3),D,(i),D,(i) % i=20EEFIGENBENME > 1-33
AF e Dp(),D,(1),D5(1)  BEA & i=45 Bl ZEEH
Mo, MRS R — B H AR B MG ETHEZEE
A2 "R E B(64,1)

3484 D (3),D,(1),05(1)  SHIEHHRE  ER=ZFHET

"Mean = 32 5

Standard deviation = 4 ,
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Relative Standard deviation = 12.5

n

Skewness =70.004 .

2.9

- Xurtosis

Fa b E® 01,00 wANENEASE (nornal
distribution)e B EBEEE » “XK4SE BN,P) & NHEAE (
N=30 WREA) @EERSE - RW& 2-10.

A LUBRE-HTHEBXE—BEIEHRE D B (1),8,(1),B,(1)
B3F 1000, D) D, Dy WMMEHEESE > RUBHWE—HT -
S T AT — B L B0 B S A o
IEBEF - AR EBYHENE  AES: ETHUBE i ¥
TH S EMALN ERABET T EE N EEE Y
K E AR o |
31,24 BEATENEEEE —RBTAEEBERBHEK
c Nt B E BB EEEECHHEEYE  REESMWEI®G -

BN HEXEREEBXHEDBELEAA o

HET LR E— BT R B FEARBELE BT EREE o
Eﬁ tgn Eﬁ%%a@nln Ejnorl. '
F ESETTESY T SHCL Lo

c B WAEE 10,000 H* EXSBAE L HEBXSEBHE B ©

WA NE®wWER, %, B, D, D, D,
1,%2,%3, 2,73,

3,71,

R CEEEFE -

HE  GREF FEYHS  F-EREENURATHEREFOREIE o

b Em AR SR AMAREHAE @ pes HRF > KEERES
NHSEETZE AEBYNERNE  ENEENUEEERIK -
Mo RPAEBAKE  pps WHEBEERTE  HEARFITIREER
fZ DESHIE £ o ' ‘
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F o~ fEof S-box By

BTE EERRE > £ DESEEKR T s-voxes M4 » HBREHBAHEH
HREHEE o i S-boxes BREEM IS RERLZR2ITE - KAEHFE »

M EEEYGELS-boxes WEME  RENTCAEBEENENIE -

HER BN B s-boxes MU » ARPERXREBLZ M
EEGERNVEGNG NMELSREEEBHME
. AREATHREORAMENRE GBS, B, B D D, Dy MixH
3 5 £ DU B B0 RE 3 AR o

5-1. FHEE—

B S, Sy .Sy, BEBE—FHE0,1,2,....15 £ S-box i
MELMER » HERS s box B—HEL2EEH ( Hs-vox NETE) © HEH
¥ E S-box AR HESEXHFEENSERE  RESBHTFE
EHEERE BeASEXHEEREANER FRHATESHET
FIEEEEY  FERIEOEE- -

BHAEEFENAR FAASEEH s SAEEEBENETE o F
B4 DESELEELE > B3 52K (total dependancy) BYIREE o
W HMNEE EEERSEE .

WUBL B ¢ R L B 4 B4 RO 2000 M0 RIEIEEO @ 0 B ME R —
BT+ HBE P W SCL BRD B4 0 R BRI By By By Dy

>
Dy D3,

BB  AEE I RTHEY REBE %L A A ENAGE o
U OBTHE, 60 MAEHA 1 0 RAEEEL e

ER IONEBHIBUHEY
I EBLEASH TR BeEg . TEM B i EREeH
[l oB, #£552,17,28,36,40,48 HILR 0 » HEBEWTH 2000.
LEBRN B EH BRI TH g » K onodulo 64 ghthgr 1D, K Dy
EERHET2R8F S

WESE SEILHNELY



LR SR AT BT KB C T 4 R e By D,
Dy 758 16,33,50 WTRBO0 » HHHTH 2000, °
Z&E%BZZFEI?#{%%’(%U‘EBU&V&& modulo 64 H) EE® @ D, KD, &
HEL2EFT - RN& 2-11.

fEsE2AME o

R RREXRERABAEABOYT CERR > BELRE B
 BRAERSEEONEYE AN BT o b TR A
LR EANR PR ERBERT o
2 KB A TR S R R AR T o

| EEMBER 0 BT LR > 6 A (o8 DS B > B4
55 40 A R 4 T2 — BT o B o R R O T 9 R BT
MET

WS : AASELAEEE 2000 H8 RAZHAEENEX - B EEE

WRE—HT HEREBREXZEMWEE o R% G SCHEEY By By

Bz Dy Dy Ds,

BEEE XES 1 PANBVRUB RS HTHBY  B4EEL 6

BTHEB O, 4 BTBHE1 c REAEH -

HR CHBHIBETGHEBE
BTN TS H I BEY A %BD & 52 & #H
[l oB #E5 2,17,28,36,40,48 ﬁm%D’ﬁ%%mm D, %
BSOETE 2000, H&E 0 o

HES S B THEY

LEB R ARECT 2 e A4 ERL > FTEM By Dy E%E A
[ﬁJ,Bl ‘{E%—' 16,33,59 %gi—jé},(] ’ ﬁ%gﬁﬁ% 2000,

2 BENMEEE TN g R nodulo 6dgmpn g D) T Dag &
HMEGRB0 0 R & 2-13. '

i ERBREIEME  AEEUSHOHOUTLEHER » & LHER

K%’ﬁﬁﬁﬁﬁﬁﬂmﬁigﬁﬁﬂmmﬁ B G AT AR B R EE
%%%@%@E%%iZ@%i%¢@ﬁ%T°
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2 KR ST o
HEREER AMEARTEN—E%  UEEEAFEAEERR

CEXN T ARESEHEE BT BECHURIGERHESERARETH

7B o

7oA s DES 7Ry S-boxesg i T » EEMEHMHRF o BEHE
—BWBRHEEXWEERER  BRURE280 > HE8281 » &8
3,6,9,12,15 &R ,B; HEBMBHBTE2ESF ° MARERAETHMBEEE
AlZE# 3,6,12 MHMEHETA2ER; MAES 9,15 BEAHEATARER
cHFEELABELBETFNEH (BME 2.12 ) o .

BRI FT40 » 7554 DESHEAY S-boxes WIBW T » REZBETHHEUS
W AEESLELHBENIENEBL - BAH DESHEAFHE
RBELEAE-ENEBCERINAE - H& MR DESEN -MHH
CHE EAEAKCABENBESR  HELROWEBEETHEBE S-box &
MHEREZNEEEEERE?

) BH S-boxes BEEE K5 » BRI s-boxes TRy A7
CHEEAEBENEN  EEEN A ER EFOEG o

542. FEE—

FFIEE 53 » S-boxes BEHMWHAME : S-box HEEEH » BEER
A B o BEE ER 0515, 1+14,...,15+0 ° EMHEMHER s-box., M
AE P-box. | |

# DES iy SSboxes A BUE AL - REEFHRRN — HEFET

BEHHR ARERNRN RMASHFEHNERAN M EES s-boxes

FRUERE2 B - BUER  EXEOXEME gE5BXEEY
BASSE TEZHNEE  LeE4AHANER BB ETERES
B REETENEE o

4 EEHAF CHLeEINEEEL  HERE -GHLUNE
oo 2 RLKT 4 2-15. |

BAZESHENASTNER  RARTELE—EFN : REEATE
9 S-boxes WHE » BEEVRTEX CHELBIGHMAEE - SMEAFE
IEERRUSETRIHEEEBERT YU EREZTHETEN

ah
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EEGERFEN T AEA KD B KB popoxes R E ML HEEE © 0
5[ 2 41 p-boxes FIEH ERHW AL HEEEE S FRESRM - HEERS
B IE 9 R — G4 Y5k 0 Bl R 5 o

5-3. K=

EEMEH s boxes- W HFEE » BEMSE—F18ER 10,6,9,13,15,
7,0,12,4,5,3,11,1,8,2,14.

SEfH S-bos R EHE—HNEHNE o .

BEBEBETLNEHE NS bos * EHTPTIAE-REEECMEEZED
S-box MEE o = BACHELE (randomization) FIN/EH « Mt st B E

— BB Dpg MY S-boxes BB E o MEE Mg poxes WERHTEERE

MAEGELATREN  #EZLHAELCERECMERT RKWE MRS

SfEE ERAEMHMER  BERLETRKESTHEE -

R FEFMEE s hoxWETZH - MEEIRIFHER EF
% DES 89 S-boxes BRAEAEYHNRH > EEBEVHIE o :

AREEWREL— TR ERE FREREREEN  HENER BT
EHEEHLT o BRI 2216,

it » pES BRI S-boxes BELEMEDORH » EHEATREM -

5-4. S-boxes [MHMEL

E §ff 1 & DES #@S-boxes MyfEdi ik » P A RYS-boxes H P KM
cHHBITEEANBEBENER - FFEHNERHEERE  ERHE S-boxes
MBEBRAGHERE  HegERT e LR o '

EAREE » BN R/ EER & DES B HyS-boxes » FEFEUHGEEH
A —EEEENHE © HAK S-boxes RTEHBEHEBRES HE AL :

L8 3 S-box 2HE 0,1,2,...,15, H&EDNE;

2 f5 M8 S-box W —FIRHM 0,1,2,...,15, HHKIRE ;

38 —{Hs-box WE—FHE 0,1,2,...,15, HBETE;
P

4 R E Y (B function ) MEEIGREH o

L
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HRWER ENEABRES Mo FUHE pesEERBEEEZT o
EHDES WMER2ENT R FRAZE -FETH DEsSHRAE » EHEL
—E R AMEMERDE BEMEMUBFERNFEBSE AR
ERIMWERE - EFBES £ A THNBLREERTE o« i
T W —EE BERERGRERFE MEERBEETLHUEBNEREER
75 BB IR o .

Hx » AGAHHRSRBE & T DESHE S-boxes gyl o FRENE
L s-boxes e HEETFTELEM o MMEIE LS boxes WESERHZHR
B BB EARL  ELRHETEERSRER
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N~ i

DEs REFENBIL SEAGEASEEN —BEEFE o ML
HEEAWERD  FLERRT  REEEESN CHFE ) B

ERBREHOBE L AAFRE  AFAREREWBEYE -

AWEHIES ho i TERBESFERE | BEEER EHSF
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Federal Information
Processing Standards Publication 46

1977 January 15
SPECIFICATIONS FOR THE
DATA ENCRYPTION STANDARD

The Data Encryption Standard (DES) shall cousist of the following Data Eneryption Algorithm to
be implemented in special purpose electronic devices. These devices shall be designed in such a way
that they may be used in a computer system or network to provide cryptographic protection to
‘binary coded data. The method of implementation will depend on the application and environment.
The devices shall be implemented in such a way that they may be tested and validated as
accurately performing the transformations specified in the following algorithm.

DATA ENCRYPTION ALGORITHM

Popgay of

Inireduction

The algorithm is designed to encipher and decipher blocks of data consisting of 64 bits under control
of 2 64-bit key. Deciphering must be accomplished by using the same key as for enciphering, but
with the schedule of addressing the key bits altered so that the deciphering process is the reverse of
the enciphering process. A block to be enciphered is subjected to an initial permutation IP, then to
a complex key-dependent computation and finally to a permutation which is the inverse of the
initia] permutation IP7\. The key-dependent computation can be simply defined in terms of a
function f, called the cipher function, and a function KS, called the kev schedule. A description of
the computation is given first, along with details as to how the algorithm is used for encipherment.
Next, the use of the algorithm for decipherment is-described. Finally, a definition of the cipher
function fis given in terms of primitive functions which are called the selection functions S, and the
permutation function P. S, P and KS of the algorithm are contained in the Appendix.

The following notation is convenilent: Gnen two blocks L and R of bits, LE denotes the block
consisting of the bits of L followed by the bits of E. Since concatenation is associative BlB._ . By,
for exampie, denotes the block consisting of the bits of B, followed by the bits of B. ... followed by
the bits of B,. :

Enciphering

A sketch of the enciphering computation is given in figure 1.
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L16=R5
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]
(j}JVERSE INITIAL PER@i)

:

| OUTPUT

FIGURE 1. Encipharing computation.
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"~ The 64 bits of the input block to be enciphered are first Suhjected to the following permutation,

called the initial permutation 1P;

53 50 42 34 26 18 10
60 52 44 35 28 20 12
§2 54 45 38 30 22 14
64 56 48 40 32 24 16
57 49 41 33 25 17 9
59 51 43 35 27 19 11
61 53 45 37 29 21 - 13
63 55 47 39 31 23 15

--_'!U‘lO.'I)—-lOOO‘aJLI:\‘J

That is the permuted input has bit 58 of the input as its first bit, bit 50 as its second bit, and so on
with bit 7 as its last bit. The permuted input block is then the input to 2 complex key-dependent
computation described below. The output of that computation, called the preoutput, is then

subjected to the following permutation which is the inverse of the initial permutation:

i
49 3 48 16 96 24 64 32
39 7 47 15 55 23 63 31
35 6 46 id od 22 62 30
37 5 45 13 B3 . 21 61 29
36 4 44 12 52 20 69 23
35 3 43 11 51 19 59 29
34 2 42 10 50 18 55 26
33 i 41 9 49 17 57 25

That is, the output of the algorithm has bit 40 of the preoutput block as its first bit, bit 8 as its
second bit, and so on, until bit 25 of the preoutput block is the last bit of the output.

The computation which uses the permuted input bloek as its innut to produce the preoutput block
consists, but for a final interchange of blocks, of 16 iterations of a caleulation that is deseribed below
in terms of the cipher function f which operates on {wo bloeks, one of 32 bits and one of 48 bits, and
produces a block of 22 bits. . .

Let the 64 bits of the input block to an iteration consist of a 32 bit block L followed by a 32 bit block
£. Using the notation defined in the introduction, the input block is then LE. :

Let K be a block of 48 bits chosen from the 84-bit key. Then the output L'R’ of an ieration with
input LR is defined by:

(D . L' =R
R' =L &fRK)

where © denotes bit-by-bit addition module 2.

As remarked before, the input of the first iteration of the caleulation is the permuted input
block. If L'R’ is the output of the i6th iteration then R'L’ is the preoutput biock., At each

- iteration a different block K of key bits is chosen from the 64-bit key designated by KEY.

AL — 3 .
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With more notation we can deseribe the i.‘te'rations of the computation in more detail. Let K8
be a function which takes an integer » in the range from 1 to 16 and a 64-bit block KEV as
input and yields as output a 48-bit block K, which is a permuted selection of bits from KEY.

~That is

@ K, = KS(n,KEY)

with K, determined by the bits in 45 distinet bit positions of KEY. KS is called the key

& schedule because the block K used in the n'th iteration of (1) is the bloek K, determined by (2).

As before, let the permuted ‘input block be LE. Finally, let L, and R, be respectively L and B

-and let L; and R; be respectively I’ and B’ of (1) when 'L and § are respectively L., and R,_,

and K is K,; that is, when n is in the range from 1 to 186,

(3 Ln = Rn—l :
RBa=Lp @f(Ra-1, Ko)

The preoutput block is then R L.

The key schedule KS of the algorithm is described in detail in the Appendi:;(. The key schedule
produces the 16 K, which are required for the algorithm.

Deciphering

The permutation IP~" applied to the preoutput block is the inverse of the-initial permutation
IP applied to the input. Further, from {1) it follows that:

(4 k=L
L=R &f(L"K

Consequeritly, to decipher it is only necessary to apply the very same algorithm to an enciphered
message block, taking care that at each iteration of the computation the same block of key bits
K is used during decipherment as was used during the encipherment of the block. Using the
notation of the previous section, this can be expressed by the eguations:

(5) Rn—l = Ln
Loy =R, @ AL, Ka)

where now K, L, is the permuted input block for the deciphering calculation and L, B, is the
preoutput block. That is, for the decipherment caleulation with s L;; as the permuted input,
K.; is used in the first iteration, K,; in the second, and so on, with K, used in the 16th
iteration.

The Cipher Function f

A sketeh of the caleulation o'ff(R, K} is given in figure 2.

Al — 4
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R (32 BITS)

r - 48 BITS | | K (48 BITS)

ny

-

5] 52 53 54 ‘g 55 56 57
1

7, ]
s}

1

32 BITS

FIGURE 2. Calsulation of T(R, K.

Let E denote a function which takes a block of 32 bits as input and yields a block of 42 bits as
output. Let & be such that the 43 bits of its output, written as 8 blocks of 8 bits each, are
obtzined by selecting the bits in its inputs in order according to the following table:

£ BIT-SELECTION TABLE

32 2 3 4 E
4 5 6 7 8 g
8 9 10 1t 12 13

12 13 14 15 ig 17
18 17 18 19 20 91

20 21 22 23 924 9%

24 25 28 27 93 29

23 29 30 31 32 1

Thus the first three bits of E(R) are the bits in positions 32, 1 and 2 of B while the last 2 bits
WE(R) are the bits in positions 32 and 1.

Al — 5
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Each of the unique selection functions S, S,, .. ., S, takes a 6-bit block as input and yields 2 4.
. bit block as output and is illustrated by using a table containing the recommended S

S

Column Number

Row : _
No. © 1 23 4 5 6 7 8 9 10 11 12 13 14 15
0 4 4 131 21511 8 310 612 5 9 ¢ 7
1 0015 7 4 14 213 1 10 612 11 9 5 3 8
2 4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0
3 1512 8 2 4 9 1 7 5 11 3 14 10 0 6 13

If S, is the function defined in this table and B is a block of § bits, then S, (B} is determined as
follows: The first and last bits of B represent in base 2 a number in the range 0 to 3. Let that
number be ¢. The middle 4 bits of B represent in base 2 a number in the range 0 to 15. Let that
number be j. Look up in the table the number in the ©th row and Fth ecolumn. It is a number
in the range 0 to 15 and is uniquely represented by a 4 bit block. That block is the output
S:(B)of S, for the input B. For example, for input 011011 the row is 01, that is row 1, and the
column is determined by 1101, that is column 13. In row 1 ecolumn 13 appears b so that the
output is 01061. Selection functions §,, S., ..., S, of the algorithm appear in the Appendix.

The permutation function P yields a 32-bit output from a 32-bit input by permuting the bits of
the input block. Such a function is defined by the foilowing table:

il
15 7 20 21
29 12 28 17
‘1 15 23 26
5 13 31 10
2 3 24 14

32, 27 3 9

19 13 30 8

22 11 4 23
The output P(L) for the function P defined by this table is obtained from the input L by
taking the 16th bit of L as the first bit of P(L), the Tth bit as the second bit of P(L), and so on
until the 25th bit of L is taken as the 32nd bit of P(L). The permutation function P of the
algorithm is repeated in the Appendix.

Now let §,, ..., S be eight distinet selection functions, let P be the permutation function and
let E be the function defined above.

To define f{R, K') we first define B, ..., B,to be blocks of 6 bits each for which
{(5) B\ EB,...B,=ESE{R)
The bloek fiR, K’} is then defined to be

(T) ‘ P(S(B)S,EBY...SABY

Al — 6
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Thus K € E(R) is first divided into the 8 blocks as indicated in (6). Then each Biis taken as an

input to S; and the 8 blocks Si{By), Sy{B), ..., Sy(By of 4 bits each are censolidated into a

single block of 32 bits which forms the input to P. The output (7) is then the output of the
function f for the inputs E and K.

Al — 7




 APPENDIX

PRIMITIVE FUNCTIONS FOR THE
DATA ENCRYPTION ALGORITHM

The choice of the primitive functions KS, 8, ..., Ss and P is critical to the strength of an
encipherment resulting from the algorithm. Specified below is the recommended set of functions,
describing S, ..., Sy and P in the same way they are described in the algorithm. For the
interpretation of the tables describing these functions, see the discussion-in the body of the
algorithm.

The primitive functions S, ..., 8, are:

S,

4 413 1 2 1511 8 310 612 5 9 o 7
015 7 4 14 218 1 10 6 12 11 9 5 3 g
4 114 813 6 2 11 15 12 9 7 3 10 5 o

1512 8 2 4 9 1 7 511 3 14 10 0 € 13

S,

5 1 8 14 611 3 4 9 7 21312 0 5 10
313 4 715772 814 12 0 110 68 9 11 s
014 711 10 413 1 5 812 6 9 3 9 15

13 810 1 315 4 211 6 712 0 5 14 9

S;

10 0 9 14 6 315 5 1 13 12 7 11 4 2 s

B 7 0 9 3 4 610 2 8 5 14 12 11 15 1

136 ¢4 9 815 3 011 1 2 12 5 10 14 7
110013 0 6 9 8 7 41514 3 11 3 2 12

S,

T3 3 0 6 910 1 2 8 5 11 19 4 15
378 11 5 615 0 3 4 7 2 12 1 10 14 9
06 9 012 11 7 13 15 1 3 14 5 2 g§ 4

315 0 610 113 8 9 4 5 11 12 7 9 14

S

2 12 4 1 71011 6 8 5 3 15 13 0 14 g
41212 04 7 13 1 5 01510 3 9 85 &

4 2 111 10 13 7 8 15 9 12 5 § 3 o s
11812 7 1 14 213 615 0 9 10 4 s 3

S

12 11015 ¢ 2 6 § 0 13 3 14 7T 5 13

1015 4 2 712 9 5 6 1 13 14 0 13 3 s
S 1415 5 2 812 3 T 0 410 1 13 11 8
103 212 9 515 10 11 41 T 6 0 8§ i3

Al — 8
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FFS PB4 R
S;
4 11 2 14 15 0 8 13 .3 12 9 T 5 10 § 1
13011 "7 4 9 1 10 14 3 5 12 2 15 8 &
1 411 13 12 3 7 14 10 15 6 8 0 5 9 9
6 11 13 8 1 4 10-7 9 5 0 15 14 2 3 19
. Sa
13 2 8 4 615 11 1 16 9 3 14 5 0 12 7
1 1513 8 10 3 7 412 5 6 11 0 14 9 2
711 4 1 9 12 14 2 0 6 10 13 15 3 5 8
2 1 14 7 410 8131512 9 0 3 5 & 11

The primitive function P is:

16 7 20 91
29 12 28 17
1 15 23 26
5 18 31 10
2 8 24 14
32 21 3 9
19 13 30 6
2 11 4 925 . .

Recall that K, for 1 =n =16, is the block of 48 bits in (2) of the algorithm. Hence, to describe KES, itis
sufficient to describe the calculation of K, from KEY forn =1, 2, ... 18. That calculation is
dlustrated in figure 3. To complete the definition of &S it is therafore sufficient to deseribe the two
permuted choices, as well as the schedule of left shifts. One bit in each &bit byte of the KEY
may be utilized for error detection in key generation, distribution and storage Bits §, 18, .., 64 are
for use in assuring that each byte is of odd parity.

Permuted choice 1 is determined by the following table:

CPC-1

57 49 41 33 25 17 ]

1 58 50 432 a4 26 18
i0 2 59 51 43 35 27
19 11. 3 60 52 44 36

63 55 47 39 31 23
T 062 5 46 38 30 22 B
4. 6 61 5 45 37
12

21 13 5 28 20

The table has been divided into two parts, with the first part determining how the bits of ¢, are
thosen, and the second part determining how the bits of D, are chosen. The bits of KEY are
Aumbered 1 through 64. The bits of C, ave respectively bits 57, 49, 41, ... 44 and 36 of KEY, with
the bits of D, being bits 63, 55, 47, ..., 12 and 4 of KEY ..

With €, and D, defined, we now define how the blocks C. and D, are obtaired from the blocks C,_,

and D, respectively, for m = 1, 2, 7. 16, That is accomplished by adhering to the following
sthedule of left shifts of the individua! blocks:

Al - 9
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¥ h
LEFT LEFT
SHIFT SHIFT

C1 D}
o I
LEFT LEFT
SHIFTS SHIFTS

i
Dﬂ

L PERMUTEDY ¢
CHOICE 2 1

— '
mo-. 5 -

LEFT - LEFT
SHIFTS SHIFTS
}
C1¢ Dig

,(PERMUTEDY
CHOICE 2 Kn

FIGURE 3. Rezy schedule enlculation.
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T Iteration Number of
Number Left Shifts
1 1
2 1
3 2
4 2
5 2
6 2
T 2
8 2
9 1
10 2
11 2
12 2
13 2
- 14 2
15 2
16 1

For example, C; and D; are obtained from C. and D, respectively, by two left shifis, and Cz and D,
are obtained from C, and D, respectively, by one left shift. [n all cases, by a single left shift is
meant a rotation of the bits one place to the lefi, so that after one left shift the bits in the 28
positions are the bits that were previously in positions 2, 3, .. ., 28, L.

Permuted choice 2 is determined by the following table:

PC-2

14 17 11 24 1 o

3 23 13 & 21 10
.23 19 12 4 26 8
16 7 27 20 13 2
41 52 3t 37 47 G5
30 40 al 45 33 48
44 49 39 58 34 53
48 42 50 36 29 32

Therefore, the first bit of K, is the 14th bit of €00, the sacond bit the 17th, and so on with the 47th
bit the 29th, and the 48th bit the 32nd.

-
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