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Abstract
The increasing use of sensitive private data in computing is matched by a growing concern regarding data 
privacy. System software such as hypervisors and operating systems are supposed to protect and isolate 
applications and their private data, but their large codebases contain many vulnerabilities that can risk data 
con�dentiality and integrity. I will discuss our work on Realms, a new abstraction for con�dential computing 
to protect the data con�dentiality and integrity of virtual machines. Hardware creates and enforces Realm 
world, a new physical address space for Realms. Firmware controls the hardware to secure Realms and 
handles requests from untrusted system software to manage Realms, including creating and running them. 
Untrusted system software retains control of the dynamic allocation of memory to Realms, but cannot 
access Realm memory contents, even if run at a higher privileged level. To guarantee the security of Realms, 
we veri�ed the �rmware, introducing novel veri�cation techniques that enable us to prove, for the �rst time, 
the security and correctness of concurrent software with �ne-grained locking and dynamically allocated 
shared page tables, data races in kernel code running on relaxed memory hardware, integrated C and Arm 
assembly code calling one another, and untrusted software being in full control of allocating system 
resources. Realms are included in the Arm Con�dential Compute Architecture and Armv9, the next version 
of the Arm CPU architecture.
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