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1. ��

91 1 1

 ( Digital Rights Management ) 

� 

� 
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� 

DRM

(Multimedia Center)

 ( DRM Demo Site , http://nddemo.iis.sinica.edu.tw/ndmmc2/)

2. ���������	

2.1. 
�

 ( Digital Rights Management DRM )

IDC(Internet Data Center) [7]

2.2. �����������

[14]

(Content Provider  (Distributor)

(Clearinghouse) (Consumer) 1

(1) (Content Provider)
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(2) Distributor)

(3) (Clearinghouse)

(digital

rights)

(4) (Consumer)

1 ( [14])
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2.3. ���������	

� 

� 

��� �����	�
� �����	 
�����

2
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2( Microsoft: http:// http://www.microsoft.com/)

(2) InterTrust Rights|System

InterTrust[10]

Rights|System (

3) Rights|System

AES

SHA-1(Secure Hash Algorithm)

 Rights|System
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Rights|System PC

(set-top boxes) (music/video players)

3 ( InterTrust: http:// http://www.intertrust.com/ )

��� �� �����	
��
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4 (  http://www.trustview.com.tw)

Alpha-Tec LTD

(www.alphatecltd.com)

� EIKONAmark

� Authentication Check

� AlphaCrawler
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Digimarc

(www.digimarc.com) ( Corbis  )

� Digimarc watermarking

� Digimarc MarcSpider™

LTU

(www.ltutech.com)

Image Seeker

( Corbis  )

PicScout

(www.picscout.com)

PicScout PicScout

(www.oiprint.com.tw)

� USB Key

� 

� USB

Key

� Reader

( . )

(www.esecure.com.tw)

eGATE

(Authentication)  (Integrity)

 (Confidentiality)

(Non-Repudiation)
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( . )

(www.hyweb.com.tw)

� 

XrML

� 

� 

� 

� 

( . )

(www.trustview.com.tw)

TrustServer

TrustView

� 256-bit AES(Advanced

Encryption Standard) PKI

X.509 certificates

� TrustView Client Plugin

Microsoft Office Adobe

PDF

� Server

� 

( . )

3. ���������	
�

[9] ( 5)
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5 ( : Communication and Multimedia Lab, CSIE, National Taiwan University )

3.1. �����

�  ( Digital Watermark )

[12][26]

(1)  (Transparency)

(2)  (Security)

 ( secrete key ) 

(3) (Unambiguous)

(4)  (Robustness)

(4)  (Capacity)
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(5)  (Blindness)

� 

[11]

(1) Copyright Protection

(2) Authentication

(fragile watermark)[27]

(3) Tracking / Traitor Tracing

Fingerprint )

� 

[13]  ( Spread Spectrum Watermark )[6][15]
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Quantization Watermarking[1][24]

 Blind Detection[29]

[8]

3.2. ���

6

7
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6 ( )

7 ( )

���� �����������

( )
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 ( Rights Model ) 

 ( ) (

… ) Mark Stefik[23]

( 8)

(1) (Render rights)

(View)

(Print) (Play)

(2) (Transport Rights)

(Copy) (Move)

(Loan)

(3)

(Extract) (Edit)

(Embed)

8 ( [23])

 ( REL, Rights Expression Language )

 XrML  ODRL

ContentGuard XrML[2]  XML

( Rights Expression Language )  Microsoft  MPEG-21 REL

9  XrML  data model

Principal Resource Right  Condition “grant”

Principal Resource Right

 Condition
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9 ( [2])

 XrML

<license>

<grant>

<cx: play/>

<cx: copy/>

<cx: print/>

<validityInterval>

<notAfter> 2004/12/30 </notAfter>

</validityInterval>

</grant>

</license>
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ODRL ( Open Digital Rights Language  ) [21]

ODRL

XrML ODRL

10  ODRL

10 ( [21])

4. ���������	
��

4.1. MPEG-21 Part 4: IPMP

 ISO  MPEG  MEPG-21

[17][18][19]

 MEPG-21
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MPEG-21 Part 4 IPMP (Intellectual Property Management and 

Protection)  ( 11 [9] )

 IPMP Tool  IPMP Tool

 IPMP Tool  MEPG-21 XrML

 IPMP 

11 ( [9])

4.2. CPPM / CPRM

CPPM ( Content Protection for Prerecorded Media )  CPRM ( Content 

Protection for Recordable Media )  4C Entity (IBM, Intel, Matsushita and 

Mitsubishi) [5] CPPM

 ( : DVD )  CPRM 

 ( : SD Memory Cards ) CPPM  CPRM 
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4.3. DTCP

 client 

 5C Entity ( Hitachi, Intel, Matsushita, Sony and 

Toshiba )  DTCP ( Digital Transmission Content Protection ) [6]

 ( : IEEE 1394 USB … )

5. ����

5.1. Corbis

Corbis[3]  Corbis 

 Corbis Thumbnail Watermarked

Web Image Web Image Thumbnail  128*128 pixels 

Watermarked Web Image

640*640  Corbis 

Web Image  Watermarked Web Image 

Corbis Rights Managed

Royalty-Free Rights Managed  ( :

) : …

Royalty-Free

 Corbis 

Corbis  (Digimarc digital watermarking)

(Digimarc MarcSpide)
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 Corbis 50

Corbis

5.2. Greek Orthodox Archdiocese of America

Greek Orthodox Archdiocese of America ( GOA) [20]

GOA

GOA

� 

� 

� /

� 

GOA

12

client-server GOA

Rights

Management Database MediaRights ECS (Enterprise Content

Server) ( )

MediaRights ECS Rights Management Database

Web publisher
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12 ( [20])

(

13)

(1)  ( No Access )

(thumbnail)

(2)  ( View Only )

(

25%-50%)

(3)  ( View & Restricted Download )

(

25%-50%)

GOA

(MediaRight Client) (time- lock)

(4)  ( View & Unrestricted Download )

13

GOA MediaRight Client

GOA
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GOA

MediaRight Client

GOA

6. ���������	
�

 ( Multimedia Center,  MMC ) 

6.1. �������

�  Thumbnail ( )

 50*50 pixels 

� 500 * 500 pixels 
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� 1024*1024 pixels 

 djvu

6.2. ����

Content Provider

Users

Advanced User / 

Researcher
 / 

System Developer

6.3. ����

� Content Provider 

Content Provider 

(1)
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…

(2)

14

14  Content Provider Content

Provider  MMC  FTP  Digital Content  MMC 

 Digital Content

Rights Description

Play / View /

Print

Download / Save

Valid Date
 valid date 

Viewable Times

Compliant Player
 (

 IP Address )

� System Developer

15  DC Packager 

 (  ) 
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Digital Content

DC Packager

Rights

Release

15

� User

500*500

pixels

MMC ( username & password )

(  ) 16

Low Resolution

Digital Content

(with watermark)

Browser UserArchive Server

16

� Advanced User / Researcher

(1)  / 

 Djvu Player .Net Framework

OpenDreams client side tools  MMC

17

High Resolution

Protected Digital 

Content
Browser UserArchive Server Wrapper
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17

6.4. ����

Digital Content DC Packager Wrapper Browser
On-Line Image 

Transfer

Authorization

Network

Server

Client

User

18

18  MMC  OpenDream

� Server Side

(1) On-Line ImageTransfer: MMC

 djvu  Proxy

(2) DC Packager  djvu

 (  header )

protected djvu 

(3) Protected djvu 

� Client Side

(2)  Djvu Player .Net

Framework OpenDreams client side tools

(3)  browser  digital content  (  user

user name  password  ) browser  wrapper  digital 
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content

(4) wrapper

browser  djvu

6.5. ��

(  )

7. ��

…

2004

[8]

(

)
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