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ARTICLE INFO ABSTRACT

Keywords: Password-based remote user authentication schemes are widely investigated, with recent research
Authentication increasingly combining a user’s biometrics with a password to design a remote user authentication
Biometrics scheme that enhances the level of the security. However, these authentication schemes are designed
Anonymous for a single server environment and result in users needing to register many times when they want to
l]t/il;}l]tt";vs’:irg‘;ir access different application servers. To solve this problem, in this paper we propose an anonymous

multi-server authenticating key agreement scheme based on trust computing using smart cards, pass-
word, and biometrics. Our scheme not only supports multi-server environments but also achieves many
security requirements. In addition, our scheme is a lightweight authentication scheme which only uses
the nonce and a hash function. From the subsequent analysis, the proposed scheme can be seen to resist

several kinds of attacks, and to have more security properties than other comparable schemes.

© 2013 Elsevier Ltd. All rights reserved.

1. Introduction

In recent years, wireless communications and network technol-
ogies have undergone rapid development (Dondi, Bertacchini, Bru-
nelli, Larcher, & Benini, 2008; Gil-Castineira, Gonzalez-Castano, &
Franck, 2008; Hwang, Chang, & Yu, 2007; Lazar & Carari, 2008;
Liu, Xia, Chen, Rees, & Hu, 2007; Marino, Poza, Dominguez, & Otero,
2009), and many people now use mobile devices (e.g., PDAs, mo-
bile phones, and notebooks) at anytime and from anywhere to ac-
cess all kinds of application services from the Internet, such as
network attached storage (NAS), Web-browsing, VolIP, video con-
ferencing, and multimedia applications.

However, this mobile computing situation calls for an authenti-
cation mechanism to protect the valid user from attacks. The smart
card based remote user authentication scheme is one of the simplest
and most convenient authentication mechanisms for insecure net-
works. Lamport (1981) first introduced a password authentication
scheme for communication through insecure channels, where the
server has to maintain a password table. However, this scheme can-
not prevent a stolen-verifier attack. Although many later papers
(Fan, Chan, & Zhang, 2005; Juang, Chen, & Liaw, 2008; Sun et al.,
2009) proposed improved password-based authentication schemes
for resisting such attacks, password-based remote user authentica-
tion schemes are unfortunately still easily broken by simple dictio-
nary attacks given the password’s low entropy value. Therefore,
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more and more research (Chang & Lin, 2004; Fan & Lin, 2009; Khan
& Zhang, 2006; Khan, Zhang, & Wang, 2008; Ku, Chang, & Chiang,
2005; Lee, Ryu, & Yoo, 2002; Li & Hwang, 2010; Lin & Lai, 2004;
Mitchell & Tang, 2005; Xu, Zhu, & Feng, 2008) has combined a user’s
biometrics (e.g., fingerprints, irises, and hand geometry) with a
password and a smart card to design a remote user authentication
scheme that enhances the level of the security (i.e., a secret key that
has a value of high entropy Fan, 2009). While Lee et al. (2002) put
forward a fingerprint-based remote user authentication scheme
using smart cards in 2002, a number of studies (Chang & Lin,
2004; Kuetal.,2005; Lin & Lai, 2004) thereafter pointed out that this
scheme cannot resist masquerade attacks and server spoofing at-
tacks. Lin and Lai (2004) thus combined password and fingerprint
minutiae templates into super passwords and provided an off-line
password change scheme, but Mitchell and Tang (2005) observed
that the process of the password change is vulnerable because the
smart card did not have enough information to check the correct-
ness of the old passwords. Fan and Lin (2009) then suggested a
three-factor authentication scheme which combines biometrics
with a password and smart card to provide high-security remote
authentication, and they proved the security of their scheme. Khan
and Zhang (2006) proposed an improved scheme to enhance the
security, but this scheme turned out to be susceptible to a parallel
session attack (Khan et al., 2008; Xu et al., 2008), in which an adver-
sary without knowing a legal user’s password can impersonate the
user by somehow crafting a valid login message from eavesdropped
communications between the user and the server. Whereas Li and
Hwang’s (2010) biometric-based remote user authentication
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scheme using smart cards was efficient, it used biometrics-based
schemes (Chang & Lin, 2004; Fan & Lin, 2009; Khan & Zhang,
2006; Khan et al., 2008; Ku et al., 2005; Lee et al., 2002; Li & Hwang,
2010; Lin & Lai, 2004; Mitchell and Tang, 2005; Xu et al., 2008) that
only supported a single server environment, which is a limitation
insofar as there are many kinds of application servers on the Inter-
net. Fig. 1 shows that a user accesses multiple application servers at
the same time. If the designed authentication scheme does not con-
sider the multi-server environment, the user performs the registra-
tion procedure many times and results in a high overhead at the
registration center (RC) and the network. Some research (Chang &
Lee, 2004; Juang, 2004; Liao & Wang, 2009; Tsai, 2008) has sup-
ported multi-server environments but since their schemes were
only based on smart cards and passwords. The authentication sys-
tem was insecure when both the user’s smart card and password
were stolen; moreover, the schemes (Chang & Lee, 2004; Juang,
2004; Tsai, 2008) did not provide anonymous authentication. More
recently, Yang and Yang (2010) and Yoon and Yoo (2010) introduced
biometric-based multi-server authentication schemes, but they still
did not consider the user anonymity. Further, Yang’s scheme (Yang
& Yang, 2010) needs to perform exponential operations that entails
high computational cost, while Yoon et al.’s scheme (Yoon & Yoo,
2010)was demonstrated by He (2011) to be vulnerable to privileged
insider attacks, masquerade attacks and loss of smart card attacks.

In this paper, we propose an anonymous multi-server authenti-
cated key agreement scheme based on trust computing using
smart cards, password, and biometrics. Our scheme not only is a
lightweight authentication scheme which only uses the nonce
and a hash function but also satisfies all of the following security
properties: anonymity, absence of verification tables, mutual
authentication, resistance to forgery attack, absence of clock syn-
chronization problem, resistance to modification attacks, resis-
tance to replay attacks, fast error detection, resistance to off-line
guessing attacks, resistance to insider attacks, simple and secure
password choice and modification, biometric template protection,
and session key agreement.

The remainder of this paper is organized as follows. Section 2
introduces some preliminaries. In Section 3, we describe the pro-
posed scheme in detail, and the analyses of the security, computa-
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Fig. 1. The user accesses the multiple application servers.

tion costs, and comparisons are presented in Section 4.
Consequently, we summarize our conclusions in Section 5.

2. Preliminaries

This section describes the common user requirements, the secu-
rity requirements of the system, the advantage of using biometrics,
and the feature of the hash function.

2.1. User requirements

Given that the designed authentication scheme should be user-
friendly, the following user requirements need to be considered.

(1) Simple and secure password choice and modification: The
system allows users to choose and changing their passwords
easily and securely. In other words, the user can change the
password without the help of any third trusted party after
assuring the legality of cardholder.

(2) Single registration: The user only needs to register with the
registration center once and then can access different appli-
cation servers. Moreover, the single registration can reduce
the overhead of the registration center and the network.

(3) Anonymity: The privacy of the user has attracted increasing
attention from both industry and academia. Therefore, anon-
ymous authentication involves verifying that a user does not
use the real identity to execute the authentication procedure.

2.2. Security requirements

Since a remote user authentication scheme is susceptible to at-
tack from adversaries, our objective is to design a scheme that is
robust enough to resist such attacks. Based on related studies
(Chang & Lin, 2004; Chang and Lee, 2004; Fan and Lin, 2009; Fan
et al., 2005; He, 2011; Juang, 2004; Juang et al., 2008; Khan &
Zhang, 2006; Khan et al., 2008; Ku et al., 2005; Lee et al., 2002;
Li & Hwang, 2010; Liao & Wang, 2009; Lin & Hwang, 2011; Lin &
Lai, 2004; Mitchell and Tang, 2005; Sun et al., 2009; Tsai, 2008;
Xu et al., 2008; Yang & Yang, 2010; Yeh, Lo, & Li, 2011; Yoon &
Yoo, 2010, 2011), we define the following key requirements for
securing authentication.

(1) Mutual authentication: A mutual authentication process is
required insofar as the server needs to verify that the user is
a legal one, and the user needs to ensure that the server is
not a forged one.

(2) Efficiency: Since the computational capacity of the smart
card is limited, the computation and communication costs
on smart cards must be as low as possible.

(3) No verification table: In most applications, the registration
center stores the password table of the user resulting in the
stolen-verifier attack, and as such, the designed scheme
needs to avoid maintaining the password verification table
of the user.

(4) Integrity: The message integrity means that data cannot be
modified without detection.

(5) Session key agreement: After the authentication procedure,
the session key is generated between the user and the server
to provide a secure communication, and it can achieve for-
ward secrecy.

2.3. Advantage of using biometrics
The weakness of a secret key is its low value of entropy, which

can be guessed or cracked in polynomial time. For example, there is
no way to prevent the attacker from impersonating the user if both
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the user’s smart card and password were stolen. For this reason,
many schemes (Chang and Lee, 2004; Fan et al., 2005; Juang,
2004; Juang et al., 2008; Lamport, 1981; Liao & Wang, 2009; Sun
et al., 2009; Tsai, 2008) guarantee the system security when either
the smart card or his password is stolen, but not both. On the other
hand, a strong secret key which combines passwords with biomet-
rics and smart cards (called three-factor security) has the value of
high entropy (Fan & Lin, 2009), which cannot be guessed in polyno-
mial time. Moreover, the main feature of the biometric is unique-
ness in that everyone has a different biometric, and it is difficult
for the user’s biometric to be stolen because only the user inputs
his biometric into his own smart card.

2.4. The feature of hash function

The security property of the proposed scheme is based on a col-
lision-free one-way hash function, such as MD5, SHA, RIPEMD.
Generally speaking, the bit size is longer, and the system is more
robust. For a one-way hash function h(), when the value of x is gi-
ven, it is easy to compute h(x); however, if the value of h(x) is given,
computing x is very difficult or it incurs a high computational cost.

3. Proposed scheme

This section describes the proposed anonymous multi-server
authenticated key agreement scheme which involves five proce-
dures: server registration, user registration, login, authentication,
and change password. All notations are summarized in Table 1.

3.1. Server registration procedure

The application server sends the RC a join message if it would
like to become an authorized server. Then, the RC replies with
the key PSK to the server via the Internet Key Exchange Protocol
version 2 (IKEv2) (Kaufman, 2005). Afterwards, the authorized ser-
ver uses this key (i.e., PSK) to facilitate the user’s authentication
procedure.

3.2. User registration procedure

Initially, every user needs to perform the user registration pro-
cedure with the registration center via a secure channel. Moreover,
we assume that the authorized application servers are trusted
according to the trust computing (ISO/IEC 11889-1.:2009; ISO/IEC
11889-2.:2009; ISO/IEC 11889-3.:2009; ISO/IEC 11889-4.:2009;
Mitchell, 2005) and that the PSK cannot be extracted from the RC
and application servers. Fig. 2 depicts the user registration proce-
dure. The steps of the procedure are described as follows.

Table 1
Notations.
X A secret value of the registration center
RC The registration center
ID; The public identification of user i
SID; The public identification of server j
PW; The password of user i
BIO; The biometrics information of user i
AID; The anonymous identification of user i
h() A one-way collision-resistant hash function
N; A random number
PSK A secure pre-shared key among authorized application servers and
the registration center
@ The bitwise XOR operator
1l The string concatenation operator
X —>Y User X sends a message to user Y through a secure channel
X —>Y User X sends a message to user Y through a common channel

Step 1: User — RC: The user sends his registration information
(i.e., his identification ID; and h(PW; & BIO;)) to the RC via a
secure channel.

Step 2: After receiving the information, the RC calculates the
authentication parameters of the user as follows: A; = h(ID||x),
B; = h?(IDy||x) = h(A;), C; = h(PW; ® BIO;) ® B;, and D; = PSK & A;.
Step 3: RC — User: The RC stores these authentication parame-
ters {ID;, B;, C;, D;, h()} in a smart card and delivers the smart card
to the user via a secure channel.

Note that, the RC does not obtain the user’s verification infor-
mation (e.g., the password and biometrics information). Therefore,
we can prevent the possibility of a stolen-verifier and insider at-
tacks. In addition, the registered user cannot fabricate a valid user
successfully when the user obtains these parameters (i.e., ID;, B;, G,
D;, h()). This is because the user does not know the secret value of
the RC (i.e., x) and the PSK. In this paper, we also maintain the
assumption that the biometric matching is exact matching.!

3.3. Login procedure

The login procedure is the first check point. The smart card de-
tects an error event immediately if the user is not authorized to
gain access (i.e., the user keys in the wrong identification, pass-
word, or biometrics information). Fig. 3 shows the steps of the lo-
gin procedure.

Step 1: The user inserts his smart card into a card reader and
keys in his ID; and PW,. Then, he scans his biometric information
(e.g., fingerprint) BIO; at the sensor.

Step 2: The smart card checks the ID; and then verifies whether
h(PW; @ BIO;) © G; is equal to B;. If the information is verified,
then the smart card generates a nonce N;, calculates the mes-
sage M; as h(B;)®N;, computes the alias AID; as h(N;) @ ID;,
and generates the message M> as h(N;||AID;||D;), where B; and
C; are obtained from the user registration procedure.

3.4. Authentication procedure

The smart card sends the server an authentication message
after the user finishes the login procedure. Note that the smart card
never uses the real identity (i.e., ID;) to perform the authentication
procedure. Fig. 4 shows the steps of the authentication procedure.

Step 1: Smart card — Server: The smart card sends the server an
authentication message (i.e., AID;, M;, M,, D;), where D; is
obtained from the user registration procedure.

Step 2: The server verifies the user: On receipt of the authenti-
cation request (i.e., AID;, M;, M>, D;), the server uses a secure
pre-shared key (i.e., PSK) to obtain A; (i.e., A; = D; ® PSK). The ser-
ver retrieves the value of N; (i.e., Ny =M; ® h*(A;)) and then
checks whether h(N1||AID;||D;) is equal to M,. The server rejects
this authentication request and terminates this session if the
result is not equal. This is because the authentication message
has been modified. Next, the server generates a random number
N; and calculates a session key SK;; as h(N;||N>). Finally, the ser-
ver computes the authentication reply message (i.e., M3, M),
where Ms as N, @ h*(N;) and M, as h(SIDj||Ny).

1 The accuracy of the contemporary biometric recognition is very high. Although
we do not discuss the biometric matching issue in this paper, we still respect this
issue. We have thus added some related studies (Jea & Govindaraju, 2005; Liu, Zhao, &
Zhang, 2011; Meenen, Ashrafi, & Adhami, 2006; Tong, Liu, Huang, & Tang, 2008; Yager
and Amin, 2006a, 2006b; Zhu, Yin, & Zhang, 2005) about the biometric matching
algorithm for extended reading, and we will discuss the biometric matching issue in
our future work.
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(1)ID;,h(PW; ® BIO)) =)

1. 4; = h(ID; || x)
2.B; = h*(ID; | x) = h(4;)
3.C; = h(PW; ® BIO,)® B;
4‘Di :PSK® Ai

Smart | _ (3)ID,,h(),B;,C., D,

card |

(Secure channel)

Fig. 2. The user registration procedure.

(1) ID,, PW,, BIO,
—_—

@

1. Check D,

2.Check h(PW, @ BIO,) @ C, = B,
3.Generate N,

4.M,=h(B,)® N,

5.A4ID; = h(N,)® ID,

6. M, =h(N, || AID, | D,)

Fig. 3. The login procedure.

Step 3: Server — Smart card: The server sends back the authen-
tication reply message (i.e., SID;, M3, M4) to the smart card.
Step 4: The smart card verifies the server: The smart card com-
putes the value of h*(N;), retrieves the random number N, (i.e.,
N, = M5 & h?(Ny)), and checks whether h(SIDj||IN,) is equal to M.
If the values are equal, the smart card computes the session key
(i.e., SKij = h(N4][N2)).

(1) AID;, M,, M,
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Step 5: Smart card — Server: The smart card sends the message
(i.e., SKij & h(N3)) to the server.

Step 6: The server uses the session key SKj; to retrieve the value
(i.e., h(N3)), and then it checks this value to prevent an invalid
user from executing the replay attack.

3.5. Password change procedure

This procedure is invoked whenever a user wants to change his
password. In this procedure, the user can easily change his pass-
word without any assistance from the registration center. Fig. 5
illustrates the password change procedure, and the detailed steps
are described as follows.

Step 1: A user keys in his ID; and PW,;, and then he imprints BIO;
at the sensor.

Step 2: The smart card checks the ID; and verifies whether
h(PW; @ BIO;) @ C; is equal to B If the smart card determines
that they are equal, then the user can key in the new password
PW;*. Otherwise, the smart card rejects the password change
request. The smart card computes C; =G & h(PW; & BIO;) -
@ h(PW; @ BIO;) and replaces C; by C;. The password has now
been changed.

4. Analysis
4.1. Security analysis

We use the same scheme as (Chang and Lee, 2004; Crypto++ Li-
brary; Juang, 2004; Khan et al., 2008; Li & Hwang, 2010; Liao &
Wang, 2009; Lin & Lai, 2004; Tsai, 2008; Xu et al., 2008; Yang &
Yang, 2010; Yoon & Yoo, 2010) to present the security analysis.

Server,

D L@

@ (3)SID;, M5, M,

1.4, =D, ® PSK

2.N, =M, ®h’(4,)

3.Check A(N, | AID, || D,)= M,
4. Generate N,

5.8K,; =h(N,| N,)
6.M,=N,®h*(N,)
7.M,=h(SID, | N,)

1. Compute /°(N,)
2.N,=M,®h*(N,)
3.Check A(SID, || N,)=M,

4.8K, =h(N, || N,) (5) SK, ® h(N,)

* (6) Check h(N,)

Fig. 4. The authentication procedure.

() ID,, PW,. BIO, _ (3

1.Check ID,

2.Check h(PW, ® BIO)® C, =B,
3.Keyin PW,
4.Compute C'=C, ® h(PW, ® BIO,) ® h(PW, ® BIO,)

5.Replace C,

with C:

Fig. 5. The password change procedure.
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(1) Anonymity: Under the proposed scheme, the original iden-
tity of a user is always converted into an alias that is based
on a random number (i.e., AID; = h(N;) @ ID;). Therefore, an
adversary cannot determine the original identity of the user
without knowing the random number N; chosen by the
smart card. In addition, the unauthorized server cannot
decrypt the user’s authentication message successfully since
it does not obtain the PSK. As a result, it cannot retrieve the
user’s real identity, i.e., the unauthorized server cannot get
N; because it cannot retrieve A; from the communication
messages. Our anonymity mechanism is a dynamic identifi-
cation process.

(2) No verification table: The registration center and applica-
tion servers do not store the password table and the biomet-
rics database of the user. Therefore, even if an intruding
adversary accesses the database of the RC, he still cannot
obtain the authentication information of users.

(3) Mutual authentication: A mutual authentication process is
required. The server needs to verify that the user is a legal
one, and the user needs to ensure that the server is not a
forged one. In the authentication procedure, Step 2 shows
that the server authenticates the user, and Step 4 shows that
the user authenticates the server. If the attacker intercepts
the messages and wants to forge a valid server/user, it must
generate a valid reply message to the user/server. However,
the attacker cannot compute a valid message because he
does not know the secure key (i.e., PSK) and the random
number (i.e., N; and N>).

(4) Resistance to replay attacks: To protect the proposed
scheme from replay attacks, we add a random number into
the message. Hence, if an adversary intercepts the previous
authentication message (i.e., AID;, M;, M>, D;) and tried to
impersonate the valid user by immediately replaying the
message, the server would obviously reject the request
because the invalid random number (i.e, Nj) will be
detected in Step 2 of the authentication procedure. More-
over, the user also checks the random number which is sent
from the server to prevent the replay attack.

(5) Session key agreement: We only use one round trip
between the user and the server to generate the session
key. Then, we can use the session key to encrypt the follow-
ing packets to ensure the communications are confidential.
Moreover, the session key is generated by the random num-
ber and a one-way hash function (i.e., SKj=h(N;||Nz)).
Hence, this session key is different in each session, and it
is difficult for the adversary to derive the session key from
the intercepted messages.

(6) Not requiring clock synchronization: In timestamp-based
authentication schemes, the clocks of all devices must be
synchronized. In our scheme, we provide a nonce-based
authentication mechanism, instead of the timestamps that
cause serious time synchronization problems.

(7) Resistance to modification attacks: An adversary can
attempt to modify the authentication message of the user.
In this paper, we use a one-way hash function to ensure that
information cannot be modified (e.g., M, and M, in Fig. 4).
Therefore, this attack will be detected because an attacker
has no way to obtain the value of the random number to
generate the legitimate message. If an attacker transmits a
modified packet to the server, the packet can be easily iden-
tified by checking the hash values.

(8) Resistance to forgery attacks: If a valid user attempts to
forge another valid user (i.e., AID;), it will authenticate
unsuccessfully (i.e., Step 2 of Fig. 4). Even if the user knows
his parameters (i.e., ID;, B;, C;, D;, h()) and forges an alias iden-
tification (i.e., AID; = h(N;) & ID;), the user cannot figure out

the valid authentication parameter (i.e., D; =PSK & A;) to
pass the authentication. This is because the malicious user
does not know the secret key of the RC (i.e., x) and other
user’s real identity, which will result in the smart card incor-
rectly computing the value of A; (i.e., A; = h(ID;||x*)). The
secret key of the RC (i.e., x) is protected by the one-way hash
function h(), and thus it is computationally infeasible to
derive x from the value h(IDj||x).

(9) Resistance to off-line password guessing attacks: Since
PW;, PSK, BIO;, and x are unknown to the adversary, the sys-
tem is secure even if the stored information B;, G;, and D; are
revealed. The password and the biometrics of the user (i.e.,
PW; and BIO;) are protected by the one-way hash function
h(), which means that the adversary cannot check whether
or not each of his guessed password (i.e., PW;*) is correct
(i.e., h(PW; @ BIO;) = C; @ B;). Moreover, it is impossible for
any two people to have the same biometrics template, such
as a fingerprint. Therefore, our scheme can defeat the off-
line password guessing attack.

(10) Fast error detection: In the login or password change proce-
dures, the smart card detects the error immediately if the
attacker keys in the wrong identification, password, or bio-
metrics information (i.e., Step 2 in the login procedure and
Step 2 in the password change procedure).

(11) Simple and secure password choice and modification: The
user can change their password at liberty so that it is easy
for the user to remember passwords. Moreover, our pass-
word change procedure does not need any assistance from
the RC. In addition, any attacker cannot update the password
even if he obtains the smart card and the password, which is
because the incorrect biometric template BIO; will be
detected (i.e., h(PW; @ BIO;) @ C; is not equal to B;).

(12) Biometric template protection: As the user may use his
biometrics in other biometric applications, we prevent the
smart card from being cracked if it is lost, which can result
in the biometrics information of the user being obtained
by the adversary. In our scheme, the biometrics information
of the user (i.e., BIO;) is not directly stored into the smart
card, but is rather protected by the one-way hash function
h() (i.e., Step 1 in Fig. 2), which makes it impossible for the
adversary to obtain the user’s biometrics information.

(13) Resistance to insider attacks: In the registration procedure,
the user sends RC a registration message, which is h(PW; -
@ BIO;) instead of PW; and BIO;. The RC cannot obtain the
user’s password and biometrics directly. Moreover, it is dif-
ficult for the attacker to retrieve the user’s information since
the hash function has the one-way property. As such, the
proposed scheme can resist insider attacks.

(14) Support multi-server environment: If the designed
authentication scheme does not consider the multi-server
environment, the user performs the registration procedure
many times, which results in a high overhead at the RC
and the network. In our scheme, the user only needs to reg-
ister with the RC once and then can access multiple different
application servers at the same time. As long as the applica-
tion server is authorized, it can get the key PSK and perform
the authentication procedure for the registered user. More-
over, the RC does not need to participate in the authentica-
tion procedure of the user. Therefore, our scheme belongs
to the multi-server environment.

4.2. Computational cost analysis
In the analysis of the computational cost, we use the following

notations: “-” means there is no computational cost in that phase;
n: the number of users; m: the number of application servers; C:
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the cost of executing the one-way hash function; C: the cost of exe-
cuting the fuzzy extractor; Csyy: the cost of executing the symmet-
ric encryption/decryption operation; Cgcc: the cost of executing the
elliptic curve encryption/decryption operation; and Cgxp: the cost of
executing the exponential operation. Generally, the cost (i.e., time
complexity) associated with the different operations can be roughly
described as Cgxp >> Cgcc > Csym > Cp, (Crypto++ Library).

Table 2 compares the computational costs of the proposed
scheme and those of other biometrics-based schemes (Lin & Lai,
2004; Khan et al., 2008; Li & Hwang, 2010; Xu et al., 2008; Yang
& Yang, 2010; Yoon & Yoo, 2010). From this comparison, we can
see that our scheme is an efficient authentication scheme in com-
putational cost because it does not use asymmetric cryptography.
Hence, our proposed scheme is very useful in environments of
limited computation and communication resources to access
remote information systems.

Table 3 shows the performance comparisons among our scheme
and other multi-server schemes. Ours, Tsai's (2008), and Liao and
Wang’s (2009) have low computational cost because they are
hash-based authentication schemes. Although Tsai (2008) provides
two hash-based authentication schemes, those schemes both need
the registration center to assist in performing the authentication
procedure, which create more authentication delays and the hea-
vier workloads at the registration center.

We use Crypto++ Library to evaluate the computing time of the
operation; see Table 4 for the computing time of each operation.
According to (Chuang & Lee, 2011, 2012, 2013; Chuang, Lee, &
Chen, 2013; The SANS Technology Institute-Security Laboratory,
2008), for bulk encryption, symmetric encryption is about 1000
times faster than asymmetric encryption and the hash operation
is faster than symmetric encryption. Therefore, our scheme is
clearly a lightweight authentication scheme. In practice, the ARM
CPU of the smartphone already supports these cryptograph
operations.

Table 2
Performance comparisons of biometrics-based schemes.
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4.3. Comparisons with other schemes

The comparisons of the security property among our proposed
scheme and other biometrics-based schemes (Khan et al., 2008;
Li & Hwang, 2010; Lin & Lai, 2004; Xu et al., 2008; Yang & Yang,
2010; Yoon & Yoo, 2010) are summarized in Table 5. We can see
that our scheme provides the most security properties. Further-
more, the schemes (Khan et al., 2008; Lin & Lai, 2004; Xu et al.,
2008; Yoon & Yoo, 2010) store the biometrics information of the
user in the smart card directly with the possible result that the
user’s biometrics information will be obtained by the adversary
when the user’s smart card is lost. Next, we compare our scheme
with multi-server schemes (Chang and Lee, 2004; Juang, 2004; Liao
& Wang, 2009; Tsai, 2008; Yang & Yang, 2010; Yoon & Yoo, 2010),
as shown in Table 6. This overview demonstrates that our scheme
achieves the most security properties. The schemes of Juang
(2004), Chang and Lee (2004), Tsai (2008), Yang and Yang (2010),
and Yoon and Yoo (2010) do not support the user anonymity,
and the password-based schemes (i.e., low entropy) (Chang and
Lee, 2004; Juang, 2004; Liao & Wang, 2009; Tsai, 2008) lead to
higher system risk.

4.4, Extended discussions

(1) Traceable problem: In cryptography, the user’s privacy
includes anonymity and untraceability, where anonymity
means that an adversary cannot obtain the user’s real iden-
tity, and untraceability means that an adversary cannot
acquire the user’s behavior trajectory. In fact, our scheme
supports many famous physical layer methods (e.g., fre-
quency-hopping spread spectrum (FHSS) and time-reversal
(TR) Wang, Wu, Han, Yang, & Ray Liu, 2011) to reduce the
probability of the eavesdropping during the authentication
procedure (i.e., it is hard for the attacker to collect the user’s

Our Lin and Lai (2004) Khan et al. (2008) Xu et al. (2008) Liand Hwang (2010) Yang and Yang (2010) Yoon and Yoo (2010)

Registration User Cy - - - - - Cy

Server - - - - - - -

RC n(2C,)  nm(Cy + Cexp) nm(2Cy) nm(2C, + Cexp)  nm(3Cy) n(3Cp + Cexp + Cr) (n+m)Cy
Login User 4Gy 2Cy + 2Cexp 2Cy 3Ch + 2Cexp 2Cy 4Cy + Cexp + Cr 2Ch + Cece

Server - - - - - - -
Authentication User  5C, - Ch Ch 2C, Cn + Cexp 3Ch * Cecc

Server 8Cy Cpp + 2Cexp 4Gy, 2Ch + Cexp 3Cy 3Gy + 2Cexp 5Ch + 2Cgcc

RC - - - - - - 7Cy
Password User 3C, 2Cy, 2Cy, 3Ch + Cexp 2Cy, 3C, +Cr 2Cy,

change RC - - - - - - -
Table 3
Performance comparisons of multi-server schemes.
Our Juang (2004) Chang and Lee (2004) Tsai (2008) Liao and Wang 2009) Yang and Yang (2010) Yoon and Yoo (2010)

Registration User Cn - - - - - Ch

Server - - - - - - -

RC n(2Cy)  n(Cn) n(2Gy) n(2Cy), n(2Cy)  n(5Cn) n(3Cy + Cexp + Cr) (n+m)Cy
Login User 4Cy 2Cp + Csym 2Cp + Csym Ch, Cn 6Cy 4Cp + Cexp + Cr 2Ch + Cece

Server - - - - - - -
Authentication User 5Cy Ch + 2Csym 2Ch + 2Csym 4Cp, 4Gy 3Gy Ch + Cexp 3Ch + Cgcc

Server 8Cy 2Cp + 4Csym 4Ch + 3Csym 6Cy, 4Cy 7Ch 3Cp+ 2Cexp 5Ch + 2Cgcc

RC - - - 6Cp, 2Cy - - 7Cy
Password change User 3Ch X X X 3Ch 3C,+Cr 2C,

RC - X X X - - -

X: no discussion.
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Table 4
Computing time.

Table 6

Comparison with other multi-server schemes.

Operations Microseconds/operation
RSA 1024 Encryption 3010
RSA 1024 Decryption 130
RSA 1024 Signature 3020
RSA 1024 Verification 130
AES 256 Encryption 0.801
AES 256 Decryption 0.801
SHA-1 0.5
SHA-512 0.76
Table 5

Comparison with other biometrics-based schemes.

Our Linand Khan Xu Li and Yang and Yoon

Lai et al. et al. Hwang Yang and Yoo
(2004) (2008)  (2008) (2010) (2010) (2010)

C1 Yes No No No No No No

c2 Yes No Yes Yes Yes Yes Yes

c3 Yes No* Yes Yes Yes Yes Yes

C4 Yes No No No No Yes Yes

c5 Yes Yes Yes Yes Yes Yes Yes

Cc6 Yes No No No Yes Yes No

Cc7 Yes No No No No Yes Yes

c8 Yes Yes Yes Yes Yes Yes Yes

c9 Yes Yes Yes Yes Yes Yes Yes

C10 Yes No No No Yes No Yes

C11 Yes Yes Yes Yes Yes Yes No*

C12 Yes Yes Yes Yes Yes Yes Yes

C13 Yes Yes Yes Yes Yes Yes Yes

Cl14 Yes No No No No No No*

C1: anonymity; C2: mutual authentication; C3: simple and secure password
modification; C4: single registration; C5: fast error detection; C6: protection of the
biometric; C7: session key agreement; C8: off-line guessing attack resistance; C9:
replay attack resistance; C10: no time synchronization; C11: forgery attack resis-
tance; C12: modification attack resistance; C13: stolen-verifier attack resistance;
C14: insider attack resistance.

2 Insecure.

communication message). In addition, the authentication
procedure is not performed frequently, and once the user
is authenticated successfully, the later communication is
encrypted by the session key generated by random numbers.

(2) Authorized servers fully trust each other: We explain this
assumption from two aspects which include business and
hardware. In the business aspect, the application servers
can issue the agreements to cooperate with each other as
an alliance and then provide the PSK to the RC. In the regis-
tration phase, the RC and the user need to sign a contract
which includes roles, service-level agreement (SLA), and
access rights. If the server or the user violates the contract
(e.g., the server betrays the user’s information or the user
does a malicious behavior), he must be punished. In the
hardware aspect, Trusted Computing (TC), which is a mature
issue, is a technology developed and promoted by the
Trusted Computing Group (TCG) (Mitchell, 2005) that
ensures the security of the hardware. The TCG is an initiative
started by AMD, IBM, Intel, and Microsoft to implement
trusted computing. Moreover, many specifications (ISO/IEC
11889-1.:2009; ISO/IEC 11889-2.:2009; ISO/IEC 11889-
3.:2009; ISO/IEC 11889-4.:2009) have already been defined.
In the future, this is a trend that the hardware of Internet
Service Providers (ISPs) will follow, and for this reason, we
think that this assumption is accepted.

(3) The distribution of PSK: The distribution of the PSK is a
trade-off issue. If the PSK is only kept in the RC, the server’s
compromise problem will not happen. However, all of the
users cannot be authenticated successfully if the RC crashes

Our Juang Chang Tsai Liao and Yangand Yoon
(2004)) and Lee (2008) Wang Yang and Yoo
(2004) (2009) (2010) (2010)

C1 Yes No No No Yes No No

Cc2 Yes Yes Yes Yes No* Yes Yes
c3 Yes No Yes No Yes Yes Yes
Cc4 Yes Yes Yes Yes Yes Yes Yes
c5 Yes No No No Yes Yes Yes
Cc6 Yes No No No No Yes Yes
c7 Yes Yes Yes Yes Yes Yes Yes
c8 Yes Yes Yes Yes Yes Yes Yes
c9 Yes Yes Yes Yes Yes Yes Yes
C10 Yes Yes Yes Yes Yes No Yes
C11 Yes Yes Yes Yes Yes Yes No*
C12 Yes Yes Yes Yes Yes Yes Yes
C13  Yes Yes Yes No Yes Yes No

Cl14 Yes No No No No No No*

C1: anonymity; C2: mutual authentication; C3: simple and secure password
modification; C4: stolen-verifier attack resistance; C5: fast error detection; C6:
three-factor security; C7: session key agreement; C8: off-line guessing attack
resistance; C9: replay attack resistance; C10: no time synchronization; C11: forgery
attack resistance; C12: modification attack resistance; C13: no registration center
assistance; C14: insider attack resistance.

2 Insecure.

(i.e., a single point failure problem). Further, the authentica-
tion delay and the communication cost between the RC and
the servers will increase substantially because the server
needs to obtain the PSK from the RC to perform the authen-
tication procedure every time. On the other hand, the servers
provide a fault tolerant capability (i.e., if the RC crashes, the
authentication procedure can still be executed because the
servers can perform this procedure) if they keep the PSK.
This scheme can also reduce the authentication delay and
the computation load of the RC. As a result, the key distribu-
tion method can be decided by ISPs themselves according to
their security policy.

(4) The discussion of three factors: The two-factor authentica-
tion scheme (i.e., smart card and password) is currently the
most common authentication mode. Unfortunately, many
two-factor schemes only guarantee the system security when
either the smart card or his password is stolen, but not both.
Furthermore, the password lacks the feature of uniqueness.
In this paper, we add the additional factor of biometrics in
order to increase the system’s entropy. The main feature of
the biometric is uniqueness and the user’s biometric does
not be stored in external device. If there is another unique
authentication factor, this factor can be used instead of a bio-
metric. However, this scheme is inconvenient for the user
because the user needs to keep the extra information.

5. Conclusions and future work

In this paper, we propose a secure remote user authentication
scheme which not only supports the multi-server environment to
reduce the overhead of the RC but also possesses high security prop-
erties to protect the valid user against attacks with minimal compu-
tational cost. Our scheme is suitable for real-life applications
because it is a true lightweight authentication scheme that only
uses the hash function. Moreover, our scheme satisfies the
following security properties: anonymity, no verification tables,
mutual authentication, resistance to forgery attacks, no clock
synchronization problem, resistance to modification attacks, resis-
tance to replay attacks, fast error detection, resistance to off-line
guessing attacks, resistance to insider attacks, simple and secure
choice and change of passwords, biometric template protection,
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and session key agreement. We compare the proposed scheme with
other existing schemes, and the comparison results clearly show
that our scheme has more security properties than the others.

In the future, we will propose a cryptanalysis scheme to prove
that our authentication mechanism is secure and discuss the bio-
metric matching issue in detail. Moreover, we will build a biomet-
ric-based authentication testbed and extend our scheme for
micropayment services.
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